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Abstract. The NTRU Signature Scheme (NSS) with enhanced docu-
ment encoding and signature verification is described. Three areas of
security are investigated:
(1) It is proven (under a heuristic assumption) that direct forgery is
equivalent to the solution of a closest vector problem, up to constant
factor, in an NTRU convolution modular lattice.
(2) The probability of forgery using partially preselected vectors is cal-
culated, both theoretically and experimentally, for a recommended set
of parameters.
(3) The potential leakage of information from frequency analysis of sig-
nature transcripts is analyzed and is shown to be negligible.
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Introduction

Secure public key authentication and digital signatures are increasingly impor-
tant for electronic communications and commerce, and they are required not
only on high powered desktop computers, but also on smart cards and wire-
less devices with severely constrained memory and processing capabilities. The
importance of public key authentication and digital signatures is amply demon-
strated by the large literature devoted to both theoretical and practical aspects
of the problem, see for example [6, 12, 17, 18, 26, 31, 34, 39, 40, 42].

At CRYPTO ′96 the authors introduced a highly efficient new public key
cryptosystem called NTRU. (See [14] for details.) Underlying NTRU is a hard
mathematical problem of finding short vectors in certain lattices. A complemen-
tary fast authentication and digital signature scheme called NSS, based on the
same underlying hard problem and using keys of the same form, was presented
at Eurocrypt 2001 [15]. NSS stands for NTRU Signature Scheme.

The core idea of NSS is as follows. The Signer’s private key is a short gener-
ating vector for a certain lattice and his public key is a much longer generating
vector for the same lattice. The signature on a digital document is a vector in
the lattice with two important properties:

– The digital document is encoded into the signature vector.
– The signature vector demonstrates knowledge of a short vector in the lattice.
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The NSS encoding method described in the Eurocrypt paper embedded the
digital document directly into the signature. Szydlo [43] noted that this allowed
secret key information to be extracted from a long transcript of signatures by
analysis of certain frequency distributions. One purpose of this note is to describe
an enhanced encoding method and to prove that it reduces frequency variations
to indetectable levels (on the order of 10−63), thereby making Szydlo’s method
or any other similar frequency analysis infeasible.

The Eurocrypt paper also described one way in which the Verifier could check
that the signature is tied to the document and shows knowledge of a short lattice
vector. Gentry, Jonsson [19], and Stern [41] noted that this single verification
test, based on a coarse mod p comparison, is not sufficient to achieve the desired
linkage between the signature, the document, and a short vector in the lattice.
The second purpose of this note is to describe enhanced verification tests, based
on both Euclidean norm and mod p comparisons, and to prove that creation of
a valid signature for these tests is (under a heuristic assumption) equivalent to
solving a closest vector problem up to a constant factor.

We begin in Section 1 with an overview of the convolution modular lattices
and the hard lattice problems that are used by NTRU and NSS. In Section 2
we prove that creation of a valid NSS signature directly from the public key is
equivalent (under a standard heuristic assumption) to solving a closest vector
problem up to a constant factor. Next we take up the question of forgery in
Section 3. We calculate the probability that a fogery constructed by the Gentry-
Jonsson-Stern method [19, 41] passes refined norm and mod p tests and show
that this probability can be made very small. Finally, in Section 4 we describe
Szydlo’s distribution analysis method [43] and show that with enhanced docu-
ment encoding, there is virtually no information leakage in even extremely long
transcripts of signatures.

1 NTRU Lattices and Associated Vector Problems

The NTRU Public Key Cryptosystem and the NTRU Signature Scheme (NSS)
use two public parameters N and q. Typical choices are (N, q) = (251, 128)
and (N, q) = (503, 256). Basic operations take place in the ring of convolution
polynomials

R = Z[X]/(XN − 1).

A polynomial a(X) = a0 + a1X + · · · + aN−1XN−1 ∈ R is identified with
its vector of coordinates (a0, a1, . . . , aN−1) ∈ ZN . Note that the product of two
polynomials in R is simply the convolution product of their corresponding vectors

The centered norm of a polynomial a(X) ∈ R is defined to be

‖a‖ =

√
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For randomly chosen polynomials a and b, the norm is quasi-multipicative,

‖a ∗ b‖ ≈ ‖a‖ · ‖b‖.
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The Convolution Modular Lattice Lh associated to the polynomial

h(X) = h0 + h1X + h2X2 + · · ·+ hN−1XN−1 ∈ R

is the set of vectors (u, v) ∈ R×R ∼= Z2N satisfying

v(X) = h(X) ∗ u(X) (mod q).

It is easy to see that Lh is generated by the rows of the following matrix.

Lh = RowSpan





























1 0 · · · 0
0 1 · · · 0
...

...
. . .

...
0 0 · · · 1

h0 h1 · · · hN−1

hN−1 h0 · · · hN−2
...

...
. . .

...
h1 h2 · · · h0

0 0 · · · 0
0 0 · · · 0
...

...
. . .

...
0 0 · · · 0

q 0 · · · 0
0 q · · · 0
...

...
. . .

...
0 0 · · · q





























We note that a convolution modular lattice has a rotational invariance property,
since if (u, v) ∈ Lh, then

(Xi ∗ u,Xi ∗ v) ∈ Lh for all 0 ≤ i < N .

Notice that each of the rotations (Xi ∗ u,Xi ∗ v) has the same (centered) norm
as (u, v). We write R ∗ (u, v) for the sublattice of Lh generated by (u, v) and all
of its rotations.

If the polynomial h has a decomposition in the form

h ≡ f−1 ∗ g (mod q)

with polynomials f and g having small coefficients (see below for the precise
definition of small), then we say that Lh is an NTRU Lattice and denote it
by LNT

h .
Our goal is to directly relate the NTRU Public Key Cryptosystem and the

NTRU Signature Scheme to lattice problems in LNT
h . To do this, we make the

following definitions and assumptions:

1. The security parameters N and q are related by

q = O(N).

In practice, we generally take 1
3N ≤ q ≤ 2

3N .
2. A small polynomial is a polynomial whose coefficients are O(1), that is, a

polynomial whose coefficients are bounded independently of N . In practice,
small polynomials might have the form a(X)+p∗b(X), where a(X) and b(X)
are binary or trinary polynomials and p = 3. The (centered) norm of a small
polynomial a(X) satisfies

‖a‖ = O(
√

N).
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Remark 1. The Gaussian heuristic provides a method for predicting properties
of a “random” lattice. We make a number of remarks concerning this heuristic
which will be useful in our subsequent work.

1. The Gaussian heuristic predicts that the shortest vector in a “random” lat-
tice L (of large dimension) has size approximately

λGauss(L) =
√

dim(L)/2πe ·Disc(L)1/ dim(L).

Similarly, most closest vector problems for L have a solution whose size is
approximately λGauss(L).

2. A general convolution modular lattice Lh has dimension 2N and discrimi-
nant qN , so its probable shortest vector and closest vectors have size approx-
imately

λGauss(Lh) =
√

Nq/πe = O(N).

Notice that Lh contains N linearly independent vectors of length q = O(N),
namely the bottom N rows of its matrix. Small linear combinations of these
“q-vectors” are the only obvious vectors of length O(N) in Lh.

3. If (u, v) ∈ Lh, then the vector obtained by reducing the coordinates of u
and v modulo q is in Lh. Thus Lh contains many vectors of length O(q

√
N) =

O(N3/2), and it is clearly also trivial to find vectors in Lh whose distance
to a given vector is at most O(N3/2).

4. In an NTRU lattice LNT
h , the polynomial h has the form h ≡ f−1 ∗ g mod q

for small polynomials f and g, so LNT
h contains the short vector (f, g). More

generally, all of the rotations (Xi ∗f, Xi ∗g) are short vectors in LNT
h having

length O(
√

N). Based on the Gaussian heuristic, these secret short vectors
are probably O(

√
N) smaller than any vector not in the subspace R ∗ (f, g)

that they span.

Definition 1. Let LNT
h be an NTRU lattice. The NTRU Lattice Key Problem

is to find a vector of length O(
√

N) in LNT
h .

Remark 2. The NTRU lattice LNT
h contains the subspace R ∗ (f, g) generated

by vectors of length O(
√

N), so the NTRU Lattice Key Problem always has
solutions. The Gaussian heuristic predicts that the smallest vector in LNT

h that
is linearly independent to the subspace R ∗ (f, g) has length O(N). Hence it is
highly probable that all solutions of the NTRU Lattice Key Problem are given
by small multiples (u∗f, u∗g), i.e., with u ∈ R a polynomial of size ‖u‖ = O(1).

2 NSS Verification and a Close Vector Problem

In this section we give a heuristic argument to show that a valid NSS signature
gives a solution to an approximate closest vector problem in an NTRU lattice,
where the target vector depends on the message being signed. In this way we
prove that signing is at least as hard as solving the indicated approximate closest
vector problem.
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Suppose that s is a valid NSS signature for the message m and public key h.
Let t ≡ h ∗ s mod q and set

s′ = p−1 ∗ (s−m) (mod q) and t′ = p−1 ∗ (t−m) (mod q).

We substitute the formulas for s′ and t′ into the congruence t ≡ h ∗ s and do
some algebra to obtain

t′ ≡ h ∗ s′ − p−1 ∗ (m− h ∗m)
︸ ︷︷ ︸

Am

(mod q).

Note that the polynomial Am ≡ p−1 ∗ (h ∗m−m) mod q is a known quantity
that depends on the message polynomial m and the public key h.

The NTRU lattice associated to h is the set of vectors

LNT
h = {(u, h ∗ u) : u ∈ ZN}.

In particular, LNT
h contains the vector

(s′, h ∗ s′) = (s′, t′ + Am) = (s′, t′) + (0, Am) ∈ LNT
h .

The L2 norm test for a valid signature includes the condition that the vector
(s′, t′) have norm no greater than L2NormBound. We now consider the question of
how small the bound L2NormBound can be set while still allowing valid signatures
to be efficiently generated. A typical format for s is

s = f ∗ w = (u + p ∗ F ) ∗ (w0 + p ∗W ),

where we now explain the various quantities involved:

– The polynomials u, F , and W are small polynomials.
– p is a small integer that is independent of N and q, other than the restriction

that gcd(p, q) = 1. For example, one typically takes p = 3 and q to be a power
of 2. Thus p = O(1).

– The polynomial w0 has the form

w0 = (u−1 ∗m mod p) + (u−1 ∗ w1 mod p),

where u−1 denotes the inverse of u modulo p. Note that w0 is a small poly-
nomial, since its coefficients are bounded by p and p = O(1).

– The polynomial w1 has a very small number of nonzero coefficients. More
precisely, ‖w1‖ = O(1). Thus w1 is even smaller than a “small” polynomial.

For our next calculation, it is helpful to write the congruence defining w0 as
an equality. Thus we define a polynomial b(X) ∈ R by the equation

u ∗ w0 = m + w1 + p ∗ b.
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Using this formula and the formula for s, we compute

s′ ≡ p−1 ∗ (s−m) (mod q)

≡ p−1 ∗ (u ∗ w0 + p ∗ u ∗W + p ∗ F ∗ w −m) (mod q)

≡ p−1 ∗ (m + w1 + p ∗ b + p ∗ u ∗W + p ∗ F ∗ w −m) (mod q)

≡ p−1 ∗ w1 + b + u ∗W + F ∗ w (mod q).

We will bound the norm of s by using the following estimates:

p−1 mod q = O(q) = O(N)
‖b‖ = ‖u ∗ w0 + m + w1‖ � ‖u‖ · ‖w0‖+ ‖m‖+ ‖w1‖ = O(N)

‖u ∗W‖ � ‖u‖ · ‖W‖ = O(N)

‖F ∗ w‖ = ‖F ∗ (w0 + p ∗W )‖ � ‖F‖ · ‖w0‖+ p · ‖F‖ · ‖W‖ = O(N)

Hence ‖s′‖ = O(N), and a similar calculation gives the same bound for ‖t′‖.
This proves that by using the private key (f, g), it is possible to find a valid
signature s on the document m that satisfies the norm bound

‖(s′, t′)‖ ≤ O(N),

so we may take L2NormBound = O(N).
Thus a signature created using the private key gives a vector in LNT

h whose
distance to the target vector Am is O(N). This may be compared to the Gaussian
heuristic, which predicts that most closest vector problems have a solution whose
length is O(

√
qN) = O(N). In other words, knowledge of the private key allows

a person to find a vector in LNT
h whose distance to the target vector Am is a

constant multiple of the probable shortest distance (as predicted by the Gaussian
heuristic).

We restate this more formally.

Theorem 1. Let s be a valid NSS signature on a message m for the public
key h. Let

s′ ≡ p−1 ∗ (s−m) (mod q) and Am = p−1 ∗ (m− h ∗m) (mod q).

Then the distance from the lattice vector (s′, h ∗ s′ mod q) ∈ LNT
h to the tar-

get vector (0, Am) is O(N). Using the Gaussian heuristic to estimate the likely
distance from (0, Am) to the closest vector in LNT

h yields the estimate

distance from (0, Am) to (s′, h ∗ s′ mod q)
distance from (0, Am) to closest vector in LNT = O(1).

In other words, based on the Gaussian heuristic, a valid signature on m solves
the closest vector (to Am) problem in LNT

h to within a constant factor.

Remark 3. It is known that finding the shortest vector in a general lattice is
NP-complete for the L∞ norm [5] and that it is NP-hard for the L2 norm under
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randomized reductions [1], even if one only wants to approximate the shortest
vector up to some factor less than

√
2 [28]. It is not unreasonable to expect that

this remains true when
√

2 is replaced by a larger constant. The best known
algorithms [3] have (theoretical) running time 2O(n) to find the shortest vector
in a lattice of dimension n and always find vectors at most 2n log log n/ log n times
longer than the shortest vector in polynomial time.

The closest vector problem seems to be even harder [8, 11] than the shortest
vector problem, although in practice they are of about the same order of diffi-
culty. (See also [4, 9, 20] for work on related problems.) Of course, in practical
applications, the big-O constants are important. However, Theorem 1 shows that
if N is chosen sufficiently large, then forging an NSS signature is (heuristically)
at least as hard as a probable hard lattice problem.

Remark 4. There is also the issue of whether it as difficult to find short or close
vectors in convolution modular lattices as it is in more general classes of lattices.
This is certainly an interesting question. The principal method for approximating
shortest or closest vectors in a general lattice is the LLL algorithm [24] and
its generalizations and enhancements such as [21–23, 32, 33, 35] The evidence to
date is that there are no special algorithms for convolution modular lattices that
work significantly better than standard LLL-type lattice reduction algorithms,
and lattice reduction algorithms do not appear to work better on convolution
modular lattices than they do on general lattices.

Remark 5. We might ask how close to Am can we easily find a vector in LNT
h . As

noted above, in any convolution modular lattice it is easy to find vectors whose
distance to any given vector is O(N3/2). We can do a bit better by selecting
N of the coordinates of (u, v) to be anything that we want and then using the
relation v ≡ h ∗ u mod q to solve for the other N coordinates, taking them in
the range (−q/2, q/2]. However, the coordinates that we do not preselect will be
more-or-less randomly distributed modulo q, so on average they will be O(q).
Thus this procedure again yields a vector whose norm is O(q

√
N) = O(N3/2),

although the big-O constant will be somewhat improved. The conclusion is that
the obvious elementary methods of creating vectors in a convolution modular
lattice give solutions of length O(N3/2).

Example 1. Let (N, p, q) = (251, 3, 128) and L2NormBound = 485. Then we find
that a valid signature probably satisfies

distance from (0, Am) to (s′, h ∗ s′)
distance from (0, Am) to closest vector in LNT ≤ 485

√

251 · 128/πe
≈ 7.91.

Extensive experimention with NTRU lattices has shown that solving a close
vector problem of this type is very difficult. And even reducing the bound to

L2NormBound = 420

still allows creation of signatures while reducing the multiplier from 7.91 to 6.85.
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Remark 6. We have shown that signing is at least as hard as solving the in-
dicated approximate closest vector problem. Conversely, suppose that we have
constructed a vector (u, v) ∈ LNT

h satisfying

‖(u, v)− (0, Am)‖ ≤ O(N).

We set
s = m + p ∗ u

and compute

t ≡ h ∗ s ≡ h ∗ (m + p ∗ u) ≡ h ∗m + p ∗ h ∗ u ≡ (m− p ∗Am) + p ∗ v (mod q).

Then
s′ = u and t′ = v −Am,

and hence
‖(s′, t′)‖ = ‖(u, v −Am)‖ ≤ O(N).

Thus we have constructed an s that appears to pass the L2 norm test.
However, there is one point that we have neglected. It turns out not to matter

asymptotically, but can make a significant difference in practical situations. The
issue is that s is not exactly equal to m + p ∗ u and t is not exactly equal to
m + p ∗ (v−Am); they are only congruent to these quantities modulo q. Thus if
any coefficients of u or v −Am are larger then q/2p in magnitude, then nontrivial
reduction modulo q probably occurs. This does not matter if there are only a
few such coefficients, but can have an effect if there are very many. So we need
to estimate the size of the coefficients of u and v − Am. We know that ‖u‖ and
‖v − Am‖ are O(N), so most of their coefficients are probably O(

√
N). This is

asymptotically smaller than q/2p = O(N), so not too much wrapping occurs if N
is large. Hence based on the Gaussian heuristic, we see that finding a signature s
that passes the L2 norm test

‖(s′, t′)‖ ≤ L2NormBound = O(N)

is equivalent to solving a closest vector problem to within a constant factor.

3 Probability Estimates for NSS Forgery

One method for attempting to forge an NSS signature, noted independently by
Craig Gentry, Jakob Jonsson [19] and Jacques Stern [41], is to preselect half of
the coefficients of s and t to have any desired values and then to solve

t ≡ h ∗ s (mod q)

for the remaining coefficients. In this section we estimate the probability that this
procedure yields a valid signature. For ease of exposition, we will only subject
the signatures to the following two tests. In practice there will be other tests
performed that make it even less likely that this forgery method succeeds.
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L2 NORM TEST Form s′ ≡ p−1(s−m) mod q and t′ = p−1(t−m) mod q
and verify that

‖(s′, t′)‖ ≤ L2NormBound. (1)

MOD 3 DISTRIBUTION TEST Compute the following quantities:

Dev1 = #{j : −q/2 < sj ≤ −q/4 and sj ≡ mj − 1 mod 3}
+ #{j : q/4 < sj ≤ q/2 and sj ≡ mj + 1 mod 3}
+ #{j : −q/2 < tj ≤ −q/4 and tj ≡ mj − 1 mod 3}
+ #{j : q/4 < tj ≤ q/2 and tj ≡ mj + 1 mod 3}

Dev2 = #{j : −q/4 < sj ≤ 0 and sj ≡ mj − 1 mod 3}
+ #{j : 0 < sj ≤ q/4 and sj ≡ mj + 1 mod 3}
+ #{j : −q/4 < tj ≤ 0 and tj ≡ mj − 1 mod 3}
+ #{j : 0 < tj ≤ q/4 and tj ≡ mj + 1 mod 3}

Verify that

Dev1 ≤ DevBound1 and Dev2 ≤ DevBound2. (2)

Remark 7. In addition to the norm test 1 on the pair (s′, t′), we can also impose
conditions on ‖s′‖ and ‖t′‖ individually. Of course, the triangle inequality

‖(s′, t′)‖ ≤ ‖s′‖+ ‖t′‖

shows that these conditions are not independent, but it may be worthwhile
imposing conditions somewhat weaker than

‖s′‖, ‖t′‖ ≤ L2NormBound/
√

2

in order to prevent an attacker from heavily weighting a potential forgery onto
either s′ or t′.

Remark 8. Rather than using a separate bounds on Dev1 and Dev2, it may be
advantageous to use a cumulative bound. Thus the bounds (2) would be replaced
by

Dev1 ≤ DevBound1 and Dev1 + Dev2 ≤ DevBound1 + DevBound2. (3)

It turns out that this can make it considerably easier to create valid signatures
using the private key, while making only a marginal difference in the difficulty
of forging. (See Section 3.2 for specific numbers.) The reason is that it makes it
easier to sign using the private key is that much of the time, the signature is so
good that its Dev1 value is much smaller than the required bound DevBound1.
When this happens, it is sometimes the case that those “missing” deviations in
Dev1 have been shifted to Dev2. So if Dev1 is very small, it is reasonable to allow
Dev2 to be somewhat larger, hence the use of a cumulative bound.
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The only coefficients of s and t that have a negative impact on the verfica-
tion tests are coefficients that do not agree modulo p with the corresponding
coefficients of m. Thus it is in the forger’s best interest to make sure that the
N coefficients that he chooses in s and t agree modulo p with the correspond-
ing coefficients of m. Once he does this, the remaining N coefficients of s and t
will be unpredictably and uniformly randomly distributed in the set (−q/2, q/2].
This leads to the following two questions.

Let V N
q be the set of vectors of dimension N with integer coordinates in the

range (−q/2, q/2]. Let I1, I2, I3, I4 denote the four quartiles

I1 = (−q/2,−q/4], I2 = (−q/4, 0], I3 = (0, q/4], I4 = (q/4, q/2],

and fix integers 0 ≤ εi,j < p for 1 ≤ i ≤ 4 and 0 ≤ j < N .

L2 Norm Test What is the probability that a randomly chosen vector v ∈ V N
q

satisfies
‖v‖ ≤ A?

Quartile Congruence Test What is the probability that a randomly chosen
vector v ∈ V N

q simultaneously satisfies the following two inequalities?

#{j : vj ∈ I1 and vj ≡ ε1,j (mod p)}
+ #{j : vj ∈ I4 and vj ≡ ε4,j (mod p)} ≤ B

#{j : vj ∈ I2 and vj ≡ ε2,j (mod p)}
+ #{j : vj ∈ I3 and vj ≡ ε3,j (mod p)} ≤ C

3.1 The L2 Norm Test

The coordinates vi are chosen randomly and independently to be integers in the
interval (−q/2, q/2]. Since q is reasonably large and we are considering centered
norms, there is not a large error if we assume that the vi are in fact chosen
uniformly and independently as real numbers in the interval

(

−q − 1
2

,
q − 1

2

)

.

To ease notation, we set Q = (q − 1)/2.
The centered norm of a vector v ∈ V N

q is given by

‖v‖2 =
N

∑

i=1

v2
i −

1
N

( N
∑

i=1

vi

)2

.

The second term is generally very small compared to the first term, since most
vectors have both positive and negative coordinates that cancel out. So to sim-
plify our analysis, we ignore the second term and simply look at the usual L2

norm ‖v‖2 =
∑

v2
i .
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The coordinates v1, v2, . . . , vN are independent random variables with the
same distribution functions, so the same is true of their squares v2

1 , v2
2 , . . . , v2

N . It
follows from the central limit theorem that their sum ‖v‖2 can be approximated
by a normal distribution. Thus if we let v be a random variable that is uniformly
distributed in the interval (−Q,Q) and if we let µ and σ denote the mean
and standard deviation of the random variable v2, then ‖v‖2 is approximately
normally distributed with mean Nµ and standard deviation

√
Nσ.

It is easy to compute µ and σ.

µ = µ(v2) =
1

2Q

∫ Q

−Q
v2 dv =

Q2

3

σ2 = µ(v4)− µ(v2)2 =
Q4

5
−

(

Q2

3

)2

=
4Q4

45

Hence ‖v‖2 is approximately normally distributed with mean and standard de-
viation

NQ2

3
and

2Q2

3

√

N
5

.

For example, if we take

N = 251, q = 128, Q =
q − 1

2
=

127
2

,

then the theoretical mean and standard deviation are 337365 and 19046, respec-
tively. These compare well with the experimental values of 342600 and 19400
obtained from a large random sample of vectors in V 251

128 .
We can now approximate the probability that ‖v‖ is smaller than a given

bound by using the error function erf that describes a normal distribution of
mean 0 and standard deviation 1,

Prob (‖v‖ ≤ A) = Prob
(

‖v‖2 ≤ A2) ≈ erf
(

A2 −Nµ√
Nσ

)

= erf

(

A2 −NQ2/3

(2Q2/3)
√

N/5

)

.

Table 1 uses this approximation with

N = 251, q = 128, Q =
q − 1

2
=

127
2

,

to estimate the probability that a forgery constructed as above passes the L2

norm test for various values of L2NormBound.

Remark 9. Experimental evidence shows that the distribution of ‖v‖2 is close to
a normal distribution, but it is not clear if the tail probabilities follow exactly a
normal distribution. If they do not, then this would have only a small effect on
the above probability estimates, but it is an interesting question that deserves
further study.
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L2NormBound Prob(Successful Forgery)

485 2−24.54

450 2−37.91

420 2−53.24

Table 1. Probability of Passing the L2 Norm Test

3.2 The Quartile Congruence Test

We make the simplifying assumption that each quartile contains an equal num-
ber of intervals of length p. This is not exactly correct, but is a reasonable
approximation if q is considerably larger than p; for example, if q = 128 and
p = 3.

We may view the choice of a vector v ∈ V N
q as randomly placing N numbers

into 4p boxes, where the (i, ε)th box is described by the condition

Boxi,ε = {v ∈ Ii : v ≡ ε mod p}, 1 ≤ i ≤ 4, 0 ≤ ε < p.

Each number has an equal probability of landing in any particular box. We have
picked out four of these boxes for special consideration and are asking for the
probability that the first two special boxes contain no more than B numbers and
that the second two special boxes contain no more than C numbers.

We may as well consider the first two special boxes to form a single spe-
cial container, and similarly for the second two special boxes. So finally we are
reduced to the following problem, where we let m = 2p.

Choose N objects and randomly place them into m contain-
ers X1, . . . , Xm, where the probability of being placed into
any particular container is 1/m. What is the probability

Prob
(

|X1| ≤ B and |X2| ≤ C
)

,

where |Xi| denotes the number of objects in Xi?

This is an elementary exercise in combinatorics. We first compute

Prob
(

|X1| = b and |X2| = c
)

.

If no restrictions are imposed, then the number of ways to place the N objects,
one by one, into the m containers is equal to mN . Now suppose that we require
that |X1| = b and |X2| = c. This means that we need to choose b of the objects
to go into X1, which can be done in

(N
b

)

ways, then we need to choose c of the
remaining N − b objects to go into X2, which can be done in

(N−b
c

)

ways. Finally,
we need to distribute the remaining N − b− c objects into the remaining m− 2
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boxes, which can be done in (m− 2)N−b−c ways. Hence the probability that the
first container gets b objects and the second container gets c objects is

Prob
(

|X1| = b and |X2| = c
)

=

(

N
b

)(

N − b
c

)

(m− 2)N−b−c

mN

=
(

1− 2
m

)N N !
b! · c! · (N − b− c)!

(m− 2)−b−c.

Now we can answer the original question by adding up the individual probabil-
ities.

Prob
(

|X1| ≤ B and |X2| ≤ C
)

=
∑

0≤b≤B

∑

0≤c≤C

Prob
(

|X1| = b and |X2| = c
)

=
(

1− 2
m

)N
∑

0≤b≤B

∑

0≤c≤C

N !
b! · c! · (N − b− c)!

(m− 2)−b−c.

Table 2 gives the probability of passing the quartile congruence test (2) for
the global NSS parameters

N = 251, q = 128, and p = 3,

(so m = 2p = 6) and for various values of DevBound1 and DevBound2

DevBound2

9 12 15 18 21

4 2−92.38 2−84.99 2−78.69 2−73.28 2−68.63

6 2−85.45 2−78.09 2−71.83 2−66.46 2−61.84

DevBound1 8 2−79.44 2−72.12 2−65.89 2−60.56 2−55.97

10 2−74.13 2−66.85 2−60.66 2−55.36 2−50.81

12 2−69.40 2−62.15 2−56.00 2−50.74 2−46.23

Table 2. Probability of Passing the Quartile Congruence Test
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Remark 10. If we instead use the cumulative quartile congruence test (3), then
the probability formula derived above must be altered in the obvious way:

Prob
(

|X1| ≤ B and |X1|+ |X2| ≤ B + C
)

=
∑

0≤b≤B

∑

0≤c≤B+C−b

Prob
(

|X1| = b and |X2| = c
)

=
(

1− 2
m

)N
∑

0≤b≤B

∑

0≤c≤B+C−b

N !
b! · c! · (N − b− c)!

(m− 2)−b−c.

Table 3 uses this formula to compute the probability that a forgery passes the
cumulative quartile congruence test. Comparison of the two tables shows that
the cumulative test is almost as good at detecting forgeries as the noncumulative
test, and as explained in Remark 8, use of the cumulative test can make it easier
to generate valid signatures using the private key.

DevBound2

9 12 15 18 21

4 2−91.85 2−84.61 2−78.40 2−73.06 2−68.45

6 2−84.58 2−77.48 2−71.37 2−66.10 2−61.56

DevBound1 8 2−78.18 2−71.23 2−65.23 2−60.05 2−55.58

10 2−72.41 2−65.65 2−59.78 2−54.69 2−50.29

12 2−67.13 2−60.58 2−54.86 2−49.87 2−45.56

Table 3. Probability of Passing the Cumulative Quartile Congruence Test

3.3 The Probability of a Successful Forgery

As is clear from the tables, the probability of a random forgery attempt passing
either the L2 norm test or the quartile congruence test individually is small,
but a determined search might be successful. However, an attempted forgery is
required to simultaneously pass both the L2 norm test and the quartile congru-
ence test, and it is easy to see that these tests are essentially independent of one
another, since the quantities

v2 and v mod p

are essentially independent when v is randomly chosen as an integer in the in-
terval (−q/2, q/2]. (As usual, we assume that q is considerably larger than p.)
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Therefore the probability of an attempted forgery passing both tests is approx-
imately the product of the individual probabilities. We thus obtain the proba-
bilities, given in Table 4, that a forgery attempt passes both tests for various
choices of L2 norm and quartile congruence bounds.

DevBound1 DevBound2 L2NormBound Prob(Successful Forgery)

10 18 485 2−79.90

8 15 450 2−103.80

6 12 420 2−131.34

Table 4. Probability of Simultaneously Passing the L2 Norm and Quartile Congruence
Tests

4 Coefficient Frequency Analysis of Signature Transcripts

As we have seen in Section 2, the ability to forge an NSS signature using only
the public key is equivalent to solving a difficult lattice problem. A second line
of attack on NSS, and indeed on any digitial signature scheme, is to use a long
transcript of valid signatures to either reconstruct the private key or to directly
forge a signature on a new document. In this section we discuss what information
is available from a transcript of signatures.

In order to illustrate how transcript information might be used, we begin
with a description of Szydlo’s coefficient frequency analysis method [43]. Szydlo’s
method is reasonably effective on moderately long transcripts (a few tens of thou-
sands) of signatures generated using keys in which the private key is weakened by
setting u(X) equal to 1. We next describe a moment equalization method that
greatly reduces the effectiveness of frequency analysis. Finally, we explain why
the use of a nontrivial secret polynomial u(X) reduces frequency differences to
a level that is indistinguishable even on extremely long transcripts consisting of
hundreds of millions of signatures. Thus as long as u(X) is a nontrivial (secret)
polynomial, then signatures generated using a private key of the form

f = u + p ∗ F, g = u + p ∗G,

are not susceptible to coefficient frequency analysis attacks.

Remark 11. Before beginning our discussion of transcript analysis, we observe
that a valid signature s on a document m may be viewed as N signatures Xi ∗ s
on the N documents Xi ∗m. Hence if we are interested, for example, in studying
pairs (s,m) in which a particular coefficient mj of m takes on a particular
value, it suffices to study the pairs for which m0 takes on that value, since each
coefficient of m is the leading coefficient of some rotation (Xi∗s,Xi∗m) of (s,m).
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Hence whenever we talk about a transcript S consisting of some large number
of signatures (s,m), we always assume that all of the rotations (Xi ∗ s,Xi ∗m)
are also in S.

4.1 Szydlo’s Coefficient Frequency Analysis Method: u = 1

In this section we describe Szydlo’s method [43]. This method is effective if
u(X) = 1,

f = 1 + p ∗ F and g = 1 + p ∗G. (4)

More generally, it is effective if f = f0 + p ∗ F or g = g0 + p ∗ G for any fixed
public polynomials f0 or g0.

Let S be a long transcript of signature pairs (s, m). (See Remark 11.) For
each index 0 ≤ k < N and each value ε ∈ {−1, 0, 1}, consider the subtranscript
consisting of messages with m0 = ε and count how many times the kth coefficients
of s takes on each possible mod q value. Using this data, we can approximate
the probability functions

Pk,ε(b) = Prob(sk = b |m0 = ε) =
#{(s,m) ∈ S | sk = b and m0 = ε}

#{(s, m) ∈ S |m0 = ε}
.

In order to see why these probability distributions might be useful, we need to
write out the expression for sk. Remembering our assumption (4) that u(X) = 1,
we find that

sk = fk(m0 + w1,0 + pw2,0) +
N−1
∑

i=1

fk−i(mi + w1,i + pw2,i). (5)

If we restrict attention to signatures on messages with m0 taking a fixed value,
then the distribution of values of sk will look somewhat different depending on
the value of fk. In other words, by comparing and constrasting the probability
distributions Pk,ε(b) for different pairs (k, ε), one may gain some information
about fk. (Similar remarks apply to t and g, of course.)

More formally, consider the 3N random variables

Xk,ε : {signatures (s,m) with m0 = ε} −→ [0, q − 1)

defined by Xk,ε(s, m) = sk. From the formula (5), we see that each of the 3N
random variables Xk,ε is actually equal to one of nine possible random vari-
ables Yδ,ε, where δ ∈ {−1, 0, 1} is equal to the value of fk. Thus the goal of
frequency analysis is to identify which of the nine possible random variables Yδ,ε
is equal to the experimentally determined random variable Xk,ε, since if the
attacker can determine thatXk,ε = Yδ,ε, then he has determined that fk = δ.

There are a number of ways in which an attacker might try to identify Xk,ε

with the correct Yδ,ε. We briefly indicate two possibilities.
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– Determine the nine probability functions Prob(Yδ,ε = b) very accurately, ei-
ther theoretically using (5) or experimentally by generating a large number
of signatures for a large number of keys. Then match the approximate prob-
ability functions Prob(Xk,ε = b) derived from the transcript S against the
exactly known functions Prob(Yδ,ε = b) and assign fk to the value of δ that
gives the best match.

– Fix a value of ε, say ε = 0, and consider the N approximate probability
functions Prob(Xk,0 = b) derived from the transcript S. Divide this set of
N functions into three subsets of functions that most closely resemble one
another. Then the k values in each subset should correspond to coefficients
of f that have the same value.

Remark 12. In order to apply the frequency analysis method, it is necessary
to determine when two (probability) functions are similar or different. There
are many methods for measuring the “distance” between two functions, but
in practice for our situation, they all seem to yield similar results. An easy
comparison method is to define the distance between two random variables X
and Y (that take mod q values) to be

Distance(X,Y ) =
(

q−1
∑

b=0

(

Prob(X = b)− Prob(Y = b)
)2

)1/2
. (6)

For a given value of k and ε, we then select the value of δ ∈ {−1, 0, 1} that
minimizes Distance(Xk,ε, Yδ,ε) and guess that fk = δ.

The principal obstacle faced by an attacker in attempting a coefficient fre-
quency analysis is that he does not know the functions Prob(Xk,ε = b) exactly.
He can only approximate them using the signatures in his transcript S. Each
signature (5) contains a considerable amount of random material in w1 and w2.
This random material introduces errors, although the randomness will in theory
cancel out in a sufficiently long transcript. A rough estimate from probability
theory says that a transcript of length T has random fluctuations on the order
of O(

√
T ). This means that if the nine probability functions Prob(Yδ,ε = b) differ

by η, then a transcript of length O(1/η2) will probably yield useful information
about the private key f , but a shorter transcript will probably not be helpful.

Example 2. We illustrate with a slightly simplified situation. Let N = 251, and
suppose that f and m are known to have 83 coefficients equal to each of +1
and −1, with the remaining 85 coefficients equal to 0. Consider a transcript S
consisting entirely of messages with m0 = 0. Then an elementary calculation
(described in detail in Section 4.3) gives the probability distributions of Y0,0

and Y±1,0. (In this example, the random variables Y1,0 and Y−1,0 are the same
by symmetry.) We list some of the values in Table 5. The distance between these
two distributions, using formula (6), is

Distance(Y0,0, Y±1,0) = 0.00043.



18 Jeffrey Hoffstein, Jill Pipher, Joseph H. Silverman

This number is comparatively large, so it is not surprising that Szydlo’s method
is effective on transcripts of practical length. Of course, this is all under the
assumption that the private key is weakened by choosing u = 1.

b Prob(Y0,0 = ±b) Prob(Y±1,0 = ±b)
0 3.7966 · 10−2 3.7851 · 10−2

1 3.7795 · 10−2 3.7682 · 10−2

2 3.7287 · 10−2 3.7178 · 10−2

3 3.6455 · 10−2 3.6354 · 10−2

4 3.5322 · 10−2 3.5230 · 10−2

5 3.3916 · 10−2 3.3836 · 10−2

10 2.4169 · 10−2 2.4161 · 10−2

15 1.3723 · 10−2 1.3766 · 10−2

20 6.1961 · 10−3 6.2457 · 10−3

25 2.2185 · 10−3 2.2504 · 10−3

30 6.2760 · 10−4 6.4162 · 10−4

40 2.4288 · 10−5 2.5345 · 10−5

50 3.4133 · 10−7 3.6622 · 10−7

60 1.6198 · 10−9 1.8023 · 10−9

70 2.3430 · 10−12 2.7323 · 10−12

Table 5. Different Probability Distributions for sk

4.2 Coefficient Frequency Analysis and Moment Equalization

The coefficient frequency analysis method described in Section 4.1 depends on
the fact that if we restrict to signatures (s,m) in which (say) m0 takes a fixed
value ε, then the function

Xk,ε(s,m) = sk = fk(m0 + w1,0 + pw2,0) +
N−1
∑

i=1

fk−i(mi + w1,i + pw2,i)

behaves slightly differently depending on the value δ of fk. This suggests that
the method will work less efficiently if we generate signatures so as to make the
functions Xk,ε for different values of ε more closely resemble one another.

For example, we can choose w2 so that for every index i, the ith coefficient
of m + w1 + pw2 averages to 0. This is easily accomplished by the simple rule
(see [15]):

Subtract mi from w2,i with probability 1/p.

The effect is to average value of Xk,ε equal zero. We say in this case that we
have equalized the first moments, since letting

Sε = {signatures (s,m) with m0 = ε}
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be the set of allowable signatures, we have

Average(Xk,ε) =
1

#Sε

∑

(s,m)∈Sε

sk = 0

is the same for every value of ε.
This first moment equalization method can be extended to higher moments,

thereby making the distributions look more and more alike. We will say that the
set of allowable signatures has been Rth moment equalized if for each 0 ≤ r ≤ R,
the rth moment

1
#Sε

∑

(s,m)∈Sε

sr
k

is the same for every value of k and ε. It is easy to see that this will be achieved if
we can choose w2 so that for each index i and for each 0 ≤ r ≤ R, the rth moment
of

mi + pw2,i

does not depend on the value of mi.
For example, suppose that p = 3. As noted above, we can achieve first mo-

ment equalization by setting

w2,i =

{

−mi with probability 1/3,
0 with probability 2/3.

In a similar way, we obtain second moment equalization by the slightly more
complicated rules given in Table 6, and fourth moment equalization is provided
using the rules in Table 7. We leave it as an exercise for the interested reader to
derive rules to equalize higher moments.

mi w2,i

−1
1 with probability 1/3
0 with probability 2/3
−1 with probability 1/9

0 0 with probability 7/9
1 with probability 1/9

1
−1 with probability 1/3
0 with probability 2/3

Table 6. Rules for Second Moment Equalization

4.3 Coefficient Frequency Analysis When u 6= 1

Szydlo’s coefficient frequency analysis described in Section 4.1 makes use of the
assumption u(X) = 1 to form a direct relationship between m0, sk, and fk as
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mi w2,i

1 with probability 56/162
−1 0 with probability 105/162

−2 with probability 1/162
−1 with probability 7/54

0 0 with probability 40/54
1 with probability 7/54
−1 with probability 56/162

1 0 with probability 105/162
2 with probability 1/162

Table 7. Rules for Fourth Moment Equalization

described by equation (5). If u(X) is nontrivial, then the relationship is much
more complicated, especially since it is only the mod p reduction of U(X)∗m(X)
that actually appears in s(X), where U(X) ≡ u(X)−1 mod p. As we will see,
this means that an attacker who attempts to use coefficient frequency analysis
will need to distinguish between random variables that only take on p different
values, rather than the q different values that were used in Section 4.1. The
effect is striking. Experimentally, no useful information is exposed by 100 million
signatures; and a theoretical computation suggests that even 10100 signatures is
insufficient to mount a credible attack.

Remark 13. It is possible to use the moment equalization method of Section 4.2
in the case that u(X) 6= 1. In this case one chooses w2 to equalize the moments
of the coefficient distributions of the quantity

(u−1 ∗m mod p) + pw2.

However, as we will see, the coefficient distributions are already so similar that it
does not appear that moment equalization is necessary in practice if u(X) 6= 1.

The analysis of frequency distributions when u(X) is nontrivial proceeds as
follows. In this situation, the kth coefficient of s has the form

sk =
N−1
∑

i=0

fk−i(w0,i + pw2,i),

where

w0,i = (U ·m mod p)i + (U · w1 mod p)i

=





(N−1
∑

j=0

Ui−jmj

)

mod p



 +





(N−1
∑

j=0

Ui−jw1,j

)

mod p



 .
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Suppose now that we restrict attention to subtranscripts whose messages have
(say) a fixed value for their constant terms m0. Then the quantity

(N−1
∑

j=0

Ui−jmj

)

mod p =
(

Uim0 +
∑

j 6=0

Ui−jmj

)

mod p (7)

will exhibit a slightly different distribution of values depending on the value
of Ui, while the other terms in s, those involving w1 and w2, appear as random
noise and will eventually average out to zero.

For concreteness, take p = 3 and consider the three sets of indices

Iε = {i : Ui = ε}, ε ∈ {−1, 0, 1}.

Then the quantity (7) will have a certain frequency distribution depending on
which set Iε contains i. This means that we can view sk as having the form

sk =
∑

i∈I−1

fk−iA +
∑

i∈I0

fk−iB +
∑

i∈I1

fk−iC, (8)

where A, B, and C are random variables with slightly different distribution
functions. If it is possible to detect the differences in the distributions A, B,
and C, then it might be possible to recover the individual sums

∑

i∈Iε
fk−i.

Note that the quantity (7) that leads to the differences in A, B, and C only
takes on three values (since p = 3), so the differences between the the distribution
functions of A, B and C will be very small. Thus it will require an enormous
number of signatures to distinguish the differences. We quantify this observation
both theoretically and experimentally.

4.3.1 Coefficient Frequency Analysis—Theoretical Results
We take p = 3. For notational convenience, we define a trinary polynomial to be
a polynomial whose coefficients are all −1, 0, and 1, and we let

TN (d1, d2) = {trinary polynomials with d1 −1’s and d2 1’s}

The distribution of the coefficients of the product of two (random) trinary poly-
nomials is very close to a generalized hypergeometric distribution, since the 1’s
and the −1’s in the first polyomial can be viewed as selecting coefficients, with-
out replacement, from the second polynomial and then adding or subtracting
them to form a total. In order to state a precise result, we define

HG(N ; a, b; c, d;K) =
∑

a1,a2,b1,b2≥0
a1+a2≤a
b1+b2≤b

a1−a2−b1+b2=K

(

c
a1; b1

)(

d
a2; b2

)(

N − c− d
a− a1 − a2; b− b1 − b2

)

(

N
a; b

) ,
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where
(

n
a; b

)

=
n!

a! · b! · (n− a− b)!
=

(

n
a

)(

n− a
b

)

is a trinomial coefficient, i.e.,
( n
a;b

)

is the coefficient of xaybzn−a−b in the expan-
sion of (x + y + z)n.

Lemma 1. Let 0 ≤ i < N be a fixed index. Then for randomly chosen f ∈
TN (a, b) and g ∈ TN (c, d),

Prob
(

(f ∗ g)i = K
)

= HG(N ; a, b; c, d; K).

Consider a transcript of signatures m with m0 = 0. To give the attacker every
possible advantage, we will assume that every message has the same coefficient
distribution, say m ∈ TN (dm1, dm2). We will further assume that the attacker
knows the coefficient distribution of U ≡ u−1 mod 3, say U ∈ TN (dU1, dU2).
Then

(U ∗m)0 = U0m0 +
N−1
∑

j=1

UjmN−j =
N−1
∑

j=1

UjmN−j ,

since by assumption m0 = 0. The value of this sum follows a generalized hyper-
geometric distribution, but the specific distribution depends on the unknown,
but fixed, value of U0. More precisely,

Prob((U ∗m)0 = K) =











HG(N − 1; dU1 − 1, dU2; dm1, dm2; K) if U0 = −1,
HG(N − 1; dU1, dU2; dm1, dm2; K) if U0 = 0,
HG(N − 1; dU1, dU2 − 1; dm1, dm2; K) if U0 = 1.

If the attacker could see the exact values of (U ∗m)0, then it is possible he
would be able to distinguish between these three different probability distribu-
tions. However, and this is the vital point in our security analysis, the exact value
of (U ∗ m)0 does not appear in the signature. The only quantity appearing in
the signature, and thus the only quanitity that the attacker can hope to exploit,
is the value of (U ∗ m)0 mod 3. Thus the best that he can do is try to distin-
guish between the probability distributions of the mod 3 random variables A, B,
and C defined by the following formulas:

Prob(A = ε) =
∑

K≡ε (mod 3)

HG(N − 1; dU1 − 1, dU2; dm1, dm2; K)

Prob(B = ε) =
∑

K≡ε (mod 3)

HG(N − 1; dU1, dU2; dm1, dm2; K)

Prob(C = ε) =
∑

K≡ε (mod 3)

HG(N − 1; dU1, dU2 − 1; dm1, dm2; K)

These distributions are virtually indistinguishable if the parameters N , dU1,
dU2, dm1 and dm2 are of moderate size. To illustrate, we consider the typical
values

N = 251, dU1 = 83, dU2 = 83, dm1 = 83, dm2 = 83.
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By symmetry in this situation, it turns out that A and C have the same distri-
butions, and that for all of A, B, and C, the probability for ε = 1 is the same
as the probability for ε = −1. Thus the interesting comparisons are

Prob(A = 0) versus Prob(B = 0) and Prob(A = ±1) versus Prob(B = ±1).

Using the summation formula for HG and doing all computations to 100 digits
of accuracy, we find that

Prob(A = 0) = Prob(B = 0)− 10−63.36,

Prob(A = ±1) = Prob(B = ±1) + 10−63.66.

Thus in order to distinguish between A, B, and C, it is necessary to distinguish
between probabilities that differ by approximately 10−63. Using the standard
estimate that in a sample of size M , the error from random fluctuations will be
on the order of O(

√
M), we see that 10100 or more signatures are needed before

frequency distribution methods have a chance of succeeding.

Remark 14. We also note that the attacker must correctly distinguish these dis-
tributions N times, once for each coefficient of s. (Or at least for enough coeffi-
cients to perform an exhaustive search for the rest.)

4.3.2 Coefficient Frequency Analysis—Experimental Results
In order to check our theoretical results, we performed the following experiment.
Let U be a (random) polynomial with coefficients taken from the set {−1, 0, 1}
and let Iε be the sets defined above. Generate a large number of polynomials m
with coefficients taken in {−1, 0, 1}, but with m0 fixed to be equal to 1. For
each m, compute the quantity (7),

(U ·m)i mod 3 =
(N−1

∑

j=0

Ui−jmj

)

mod 3,

and use the data to determine experimental probabilities

Prob(ε, b) = Prob
(

(U ·m)k ≡ b (mod 3) | k ∈ Iε
)

.

We performed this experiment with a fixed U and a set of 100,000,000 randomly
chosen polynomials m. The results are given in Table 8. It is clear that the
differences in the three distributions are virtually non-existent after 100 million
messages, since the differences of approximately 10−5 are what one would expect
to find from random fluctuations in a sample of size 107.

4.3.3 Coefficient Frequency Analysis—Implications If Successful
In the interests of completeness, we will consider the security implications if
one were able to distinguish the three distributions A, B, and C sufficiently to
untangle the three sums in (8), although we do not believe that it is actually
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ε \ b −1 0 1
−1 0.33332732 0.33333292 0.33333975
0 0.33332719 0.33333274 0.33334007
1 0.33332735 0.33333231 0.33334033

Table 8. Prob(ε, b) = Prob((U ·m)k ≡ b (mod 3) : k ∈ Iε)

possible to do so. More precisely, suppose that an attacker could recover, either
partially or entirely, the 3N sums

∑

i∈Iε

fk−i, ε ∈ {−1, 0, 1}, 0 ≤ k < N. (9)

This information can be summarized by writing U as a difference of binary
polynomials,

U = U1 − U2,

and noting that

f · U1 =
N−1
∑

k=0

(N−1
∑

i=0

fk−iU1,i

)

Xk =
N−1
∑

k=0

(

∑

i∈I1

fk−i

)

Xk

f · U2 =
N−1
∑

k=0

(N−1
∑

i=0

fk−iU1,i

)

Xk =
N−1
∑

k=0

(

∑

i∈I−1

fk−i

)

Xk.

Thus knowledge of all of the sums (9) is equivalent to knowing the products
f · U1 and f · U2. And similarly, by working with t ≡ h · s mod q one might be
able to approximate or compute the values of g · U1 and g · U2.

There are several issues that must now be addressed.

[1] How long a transcript is needed in order to reliably find the values of

f · U1, f · U2, g · U1, g · U2?

More precisely, how long a transcript is needed in order to determine (say)
two of them closely enough that the remaining coefficients can be found by
an exhaustive search?

[2] Can the quantities f · U1, f · U2, g · U1, and g · U2 be used to directly forge
a signature?

[3] Can the quantities f · U1, f · U2, g · U1, and g · U2 be used to recover the
values of f , g, U1 and/or U2.

We consider each of these questions in turn.

[1] Length of Transcript
An attacker would need enough signatures to decompose the distribution
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of sk in (8) into a linear combination of A, B, and C with coefficients in the
range (−q/2, q/2]. This is considerably more difficult than simply distigu-
ishing between A, B, and C, and even for this latter task we have had no
success using transcripts consisting of 100 million signatures.

[2] Direct Forgery
The only natural way to directly forge a signature using f · U1 and f · U2

appears to be to set

s ≡ (f · U1 − f · U2) ·m (mod q)

≡ f · (U1 − U2) ·m (mod q)

≡ f · U ·m (mod q).

Then
t ≡ h · s ≡ (f−1 · g) · s ≡ g · U ·m (mod q),

so s and t appear to have the correct form to be valid signatures. However,
it is easy to check experimentally that since s and t constructed in this way
are products of three trinary polynomials, the norms of s′ and t′ and the
deviations of s and t will be far too large to pass the verification tests using
the suggested parameters. The crucial point is that someone who knows the
private key f can construct a signature

s ≡ f ·
(

(U ·m mod p) + (a small polynomial)
)

(mod q)

consisting of f multiplied by a single small polynomial; but an erstwhile
forger who knows f · U can only construct f · U ·m, which is a product of
three small polynomials.

[3]Lattice Attacks
If f · U1, f · U2, g · U1, and g · U2 could be recovered modulo q, then there
is a reasonable chance that there would be little enough wrapping that they
could be lifted to Z. There are then a number of different lattice attacks
available:
(a) Choose a (large) integer M and look at the NTRU lattice corresponding

to either

(fU1) · (gU1)−1 (mod M) or (fU2) · (fU1)−1 (mod M).

These are 2N -dimensional lattices that contain the short vectors (f, g)
and (U1, U2) respectively.

(b) Another possibility is to look at the N -dimensional lattice generated by
the 2N vectors

fU1, XfU1, X2fU1, . . . , XN−1fU1,

fU2, XfU2, X2fU2, . . . , XN−1fU2.

There is a good chance that the shortest vector in this lattice will be f ,
and if not, the shortest vector will be some small multiple of f .
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However, there are three important points to note when considering the
possibility of lattice attacks. First, they can only succeed if two products
such as f · U1 and f · U2 are guessed exactly ; if even a single coefficient is
incorrect, then the lattice provides no useful information. Second, even these
easier lattice problems are nontrivial. Third, and most importantly, there
does not appear to be any practical way of even beginning an improved
lattice search using a transcript of fewer than 100 million signatures.

In summary, as long as the private key is chosen in the form

f(X) = u(X) + p ∗ F (X) and g(X) = u(X) + p ∗G(X)

with a nontrivial (secret) polynomial u(X), there appears to be no practical way
to use coefficient frequency analysis of a transcript of signatures to recover any
useful information about the distribution of the coefficients of the private key.
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