Chapter 1

Practical lattice-based cryptography:
NTRUENcrypt and NTRUSIgn

Jeff Hoffstein, Nick Howgrave-Graham, Jill Pipher, WiliieWhyte

Abstract W

e provide a brief history and overview of lattice based avgpaphy and crypt-
analysis: shortest vector problems, closest vector pnadylsubset sum problem and
knapsack systems, GGH, Ajtai-Dwork and NTRU. A detaileatdssion of the al-
gorithmsNTRUENcrypt andNTRUSign follows. These algorithms have attractive
operating speed and keysize and are based on hard problatmar¢hseemingly
intractable. We discuss the state of current knowledge tatheusecurity of both
algorithms and identify areas for further research.

1.1 Introduction and overview

In this introduction we will try to give a brief survey of theses of lattices in cryp-
tography. Although it's a rather dry way to begin a surveyshveuld start with some
basic definitions related to the subject of lattices. Thogle some familiarity with
lattices can skip the following section.

1.1.1 Some lattice background material

A lattice L is a discrete additive subgroup Bf. By discrete, we mean that there
exists ane > 0 such that for any € L, and allw € R™, if ||[v—w|| < g, thenw
does not belong to the lattide This abstract sounding definition transforms into a
relatively straightforward reality, and lattices can beatéed in the following way:
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Definition of a lattice
e | Letvy, vy, ...,V be aset of vectors iR™. The set of all linear combinations
ai1Vi + axVa + ... + &V, such that each; € Z, is a lattice. We refer to this
as the latticgeneratedy vi,vy, ..., k.

Bases and the dimension of a lattice

o|lIf L={avi+avo+...+ann|as € Z,i =1,...n} andvy,Va,...,v, aren
independent vectors, then we say thatv,, ..., vy, is a basis fok and that
L has dimensiom. For any other basiw1,wo, ..., wy we must havé = n.

Two different bases for a lattide are related to each other in almost the same way
that two different bases for a vector spaceare related to each other. That is, if
V1,Va,...,Vn iS a basis for a lattick thenwq,wo, ..., Wy is another basis fdr if and
only if there existy; j € Z such that

arivVit+agoVo+ ...+ 01nVh = W1
az1Vit+apoVo+...+axnVn =Wz
an1V1i+an2V2+ ... +8nnVn = Wp
and the determinant of the matrix
a1 A2 Ain
Q1 A2 A n
an1  an2 ann

is equal to 1 or—1. The only difference is that the coefficients of the matrixsin
be integers. The condition that the determinant is non-irettoe vector space case
means that the matrix is invertible. This translates in #tgde case to the require-
ment that the determinant be 1-ed, the only invertible integers.

A lattice is just like a vector space, except that it is geteztéy all linear combi-
nations of its basis vectors with integer coefficients,eathan real coefficients. An
important object associated to a lattice is the fundameltalain or fundamental
parallelepiped. A precise definition is given by:

LetL be a lattice of dimensionwith basisvy,va,...,vh. A fundamental domain
for L corresponding to this basis is.

F(V1,...,Vn) = {tivi +tovo+ - +thvn 1 0 <t < 1}.

The volume of the fundamental domain is an important invarassociated to a
lattice. If L is a lattice of dimensiom with basisvy,vy,...,v, the volume of the
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fundamental domain associated to this basis is calledi¢herminantof L and is
denoted dé€t.).

It's natural to ask if the volume of the fundamental domaireftatticeL depends
on the choice of basis. In fact, as was mentioned previowghylifferent bases fdr
must be related by an integer matvikof determinantt:1. As a result, the integrals
measuring the volume of a fundamental domain will be reldtgé Jacobian of
absolute value 1 and will be equal. Thus the determinant afte¢ is independent
of the choice of basis.

Suppose we are given a lattiteof dimensionn. Then we may formulate the
following questions.

1. Shortest Vector Problem (SVP) Find the shortest non-zero vectorlini.e
find 0# v € L such that|v|| is minimized.

2. Closest Vector Problem (CVP) Given a vectow which is not inL, find the
vectorv € L closest taw, i.e. findv € L such that|v — w/|| is minimized.

Both of these problems appear to be profound and very difficauthe dimension
n becomes large. Solutions, or even partial solutions toetlpeeblems also turn
out to have surprisingly many applications in a number dfedént fields. In full
generality, the CVP is known to be NP-hard. and SVP is NP-badgr a certain
“randomized reduction” hypothesisAlso, SVP is NP-hard when the norm or dis-
tance used is thE& norm. In practice a CVP can often be reduced to a SVP and
is thought of as being “a little bit harder” than SVP. Redotof CVP to SVP is
used by in [15] to prove that SVP is hard in Ajtai’s probahitissense. The inter-
ested reader can consult Micciancio’s book [45] for a momagete treatment of
the complexity of lattice problems. In practice it is verydhéo achieve “full gener-
ality”. In a real world scenario a cryptosystem based on arhiifel or NP-complete
problem may use a particular subclass of that problem toemetgfficiency. It is
then possible that this subclass of problems could be éassetve than the general
problem.

Secondary problems, that are also very important, arise 89P and CVP. For
example, one could look for a basis, ..., v, of L consisting of all “short” vec-
tors (e.g., minimize malkvi||). This is known as the Short Basis Problem or SBP.
Alternatively, one might search for a nonzero veatar L satisfying

(VI < W(n)||Vshortest,

wherey is some slowly growing function af, the dimension of.. For example,
for a fixed constank one could try to finds € L satisfying

v < K\/ﬁHVshortesH,

and similarly for CVP. These generalizations are known gs@pmate shortest and
closest vector problems, or ASVP, ACVP.

1 Under this hypothesis the class of polynomial time alganihis enlarged to include those that
are not deterministic but will with high probability ternate in polynomial time. See Ajtai [1]



4 Jeff Hoffstein, Nick Howgrave-Graham, Jill Pipher, Wlih Whyte

How big, in fact, is the shortest vector in terms of the detaemt and the di-
mension ofL? A theorem of Hermite from the ¥dcentury says that for a fixed
dimensionn there exists a constap so that in every latticé of dimensiomn, the
shortest vector satisfies

HVshortesH2 <t det(l-)z/n-

Hermite showed that, < (4/3)("1/2, The smallest possible value one can take for
Vn is calledHermite’s constantlts exact value is known only for £ n < 8 and for

n = 24 [8]. For exampley, = \/A73 We now explain why, for large, Hermite’s
constant should be no larger théiin).

Although exact bounds for the size of the shortest vectodatt@e are unknown
for largen, one can make probabilistic arguments using the Gaussiarstie. One
variant of the Gaussian heuristic states that for a fixeitédttand a sphere of radius
r centered at 0, astends to infinity the ratio of the volume of the sphere divithgd
detL will approach the number of points finside the sphere. In two dimensions,
if L is simplyZ?2 the question of how precisely the area of a circle approxésitite
number of integer points inside the circle is a classicabfmm in number theory.
In higher dimensions the problem becomes far more diffiduits is because as
increases the error created by lattice points near thecudfthe sphere can be
quite large. This becomes particularly problematic for kwedues ofr. Still, one
can ask the question: For what valuer afoes the ratio

Vol (9)
detL

approach 1. This gives us in some sense an expected valudtiersmallest radius
at which the expected number of pointslofvith length less than equals 1. Per-
forming this computation and using Stirling’s formula tqpapximate factorials, we
find that for largen this value is approximately

r=, /%e(det(L))l/".

For this reason we make the following definition:
If L is a lattice of dimension we define the Gaussian expected shortest length

to be
o) =, /%e(det(L))l/“.

We will find this valueo (L) to be useful in quantifying the difficulty of locating
short vectors in lattices. It can be thought of as the prabbgrigth of the shortest
vector of a “random” lattice of given determinant and dinienslt seems to be the
case that if the actual shortest vector of a lattids significantly shorter thao (L)
then LLL and related algorithms have an easier time locdtiegshortest vector.

A heuristic argument identical to the above can be used ttyamahe CVP.
Given a vectow which is not inL we again expect a sphere of radiusentered
aboutw to contain one point of after the radius is such that the volume of the
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sphere equals dgt). In this case also the CVP becomes easier to solve as the ratio
of actual distance to the closest vectot ajver “expected distance” decreases.

1.1.2 Knapsacks

The problems of factoring integers and finding discrete fitigms are believed to
be difficult since no one has yet found a polynomial time atpar for producing a
solution. One can formulate the decision form of the factgproblem as follows:
does there exist a factor df less tharmp? This problem belongs to NP and another
complexity class, co-NP. Because it is widely believed tRBtis not the same as
co-NP, it is also believed that factoring is not an NP-cortgpfgoblem. Naturally,
a cryptosystem whose underlying problem is known to be Nf@-heuld inspire
greater confidence in its security. Therefore there has hageat deal of interest
in building efficient public key cryptosystems based on spiblems. Of course,
the fact that a certain problem is NP-hard doesn’t mean theatyeanstance of it is
NP-hard, and this is one source of difficulty in carrying autlsa program.

The first such attempt was made by Merkle and Hellman in tkeen@s [43], us-
ing a particular NP-complete problem called the subset suil@m. This is stated
as follows:

The subset sum problem
Suppose one is given a list of positive integers
{M1,Ma,...,Mp}. An unknown subset of the list is se-
lected and summed to give an inte@1GivenS, recover the
subset that summed ) or find another subset with the same

property.

Here’s another way of describing this problem. A list of piesiintegersM =
{M1,Ma,...,Mn} is public knowledge. Choose a secret binary vexter{x;, X, ..., Xn },
where eaclx; can take on the value 1 or O. If

S= iiXiMi

then how can one recover the original vectan an efficient way? (Of course there
might also be another vectatwhich also giveSwhen dotted with\.)

The difficulty in translating the subset sum problem into yptosystem is that
of building in a trapdoor. Merkle and Hellman’s system toalvantage of the fact
that there are certain subset sum problems that are exyrea®y} to solve. Suppose
that one takes a sequence of positive integets{ry,r»,...,rm} with the property
thatri,, > 2r; for each 1< i < n. Such a sequence is calledper increasingGiven
an integelS, with S= x - r for a binary vectok, it is easy to recovex from S,

The basic idea that Merkle and Hellman proposed was thidnlweith a secret
super increasing sequencand choose two large secret integdr8, with B > 2ry,
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and (A,B) = 1. Herery, is the last and largest element ofand the lower bound
condition ensures th& must be larger than any possible sum of a subset ofithe
Multiply the entries ofr by A and reduce modulB to obtain a new sequendé,
with eachM; = Ar;  (modB). This new sequendd is the public key. Encryption
then works as follows. The message is a secret binary vegtbich is encrypted to
S=x-M. To decryptS, multiply by A1 (modB) to obtainS =x-r (modB).

If S'is chosen in the range® S < B— 1 one obtains an exact inequal@y=x-r,
as any subset of the integersnust sum to an integer smaller thBnThe sequence
r is super increasing andmay be recovered.

A cryptosystem of this type became known aknapsack systenThe general
idea is to start with a secret super increasing sequenagjigésit by some collec-
tion of modular linear operations, then reveal the tramefat sequence as the public
key. The original Merkle and Hellman system suggested apply secret permuta-
tion to the entries oAr  (modB) as an additional layer of security. Later versions
were proposed by a number of people, involving multiple iplitations and re-
ductions with respect to various moduli. For an excellemtey see the article by
Odlyzko[53].

The first question one must ask about a knapsack system ismwhianal prop-
erties mustr, A, andB have to obtain a given level of security? Some very easy
attacks are possibleii is too small, so one generally tak€s<2r;. But what is the
minimal value ofn that we require? Because of the super increasing natureof th
sequence one has

= 0(S) =0(2").

The space of all binary vectoxsof dimensiom has size 2, and thus an exhaustive
search for a solution would require effort on the order bfi@ fact, a meet in the
middle attack is possible, thus the security of a knapsastesywith a list of length
nis O(2"/2).

While the message consistsmobits of information, the public key is a list of
integers, each approximately Bits long and there requires aboutdits. There-
fore, takingn = 160 leads to a public key size of about 51200 bits. Compasedhi
RSA or Diffie-Hellman, where, for security on the order 8% 2he public key size
is about 1000 bits.

The temptation to use a knapsack system rather than RSA &e-Biéllman
was very great. There was a mild disadvantage in the sizeeoptiblic key, but
decryption required only one (or several) modular multigtions and none were
required to encrypt. This was far more efficient than the nfexdexponentiations in
RSA and Diffie-Hellman.

Unfortunately, although a meet in the middle attack is #t#l best known attack
on the general subset sum problem, there proved to be otvemdre effective,
attacks on knapsacks with trapdoors. At first some very fipattacks were an-
nounced by Shamir, Odlyzko, Lagarias and others. Eventuawever, after the
publication of the famous LLL paper [38] in 1985 it becameatléhat a secure
knapsack-based system would require the use ofthat was too large to be prac-
tical..
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A public knapsack can be associated to a certain latties follows. Given a
public listM and encrypted messa§geone constructs the matrix

1 0 0o - 0 m
0 1 0o - 0 m
0 0 1 - 0 m
0 0 o - 1 m
0 0 0o - 0 S

with row vectorsy; = (1,0,0,...,0,my),v> = (0,1,0,...,0,mp), ..., vy = (0,0,0,...,1,my)
andvn1 = (0,0,0,...,0,S). The collection of all linear combinations of thewith
integer coefficients is the relevant latticeThe determinant df equalsS. The state-
ment that the sum of some subset of thequalsStranslates into the statement that
there exists a vectdre L,

n
t= invi —Vny1= (X17X27 -y Xn, 0)7
i=
where eaclx; is chosen from the s€0,1}. Note that the last entry inis O because
the subset sum problem is solved and the sum of a subset of tkecancelled by
theS.

The crux of the matter
As thex; are binary||t|| < /n. In fact, as roughly half of thg will be
equal to 0, itis very likely thalft|| ~ \/n/2. On the other hand, the size
of each||vi|| varies between roughly’and 2". The key observation is
that it seems rather improbable that a linear combinatiomeofors that
are so large should have a norm that is so small.

The larger the weightsy were, the harder the subset sum problem was to solve by
combinatorial means. Such a knapsack was referred td@s densityknapsack.
However, for low density knapsack&was larger and thus the ratio of the actual
smallest vector to the expected smallest vector was smB#eause of this the LLL
lattice reduction method was more more effective on a lowsitgiknapsack than
on a generic subset sum problem.

It developed that, using LLL, ifiis less than around 300, a secret messacgn
be recovered from an encrypted messagea fairly short time. This meant that in
order to have even a hope of being secure, a knapsack wouldméaven > 300,
and a corresponding public key length that was greater tB&0A0 bits. This was
sufficiently impractical that knapsacks were abandoneddare years.
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1.1.3 Expanding the use of LLL in Cryptanalysis

Attacks on the discrete logarithm problem and factorizatiere carefully analyzed
and optimized by many researchers and their effectivenassquantified. Curi-
ously, this did not happen with LLL, and improvements iniéattreduction methods
such as BKZ that followed it. Although quite a bit of work wasneé on improving
lattice reduction techniques, the precise effectiventdsse techniques on lattices
of various characteristics remained obscure. Of partigatarest was the question
of how the running times of LLL and BKZ required to solve SVPQWP varied
with the dimension of the lattice, the determinant, and #teof the actual shortest
vector’s length to the expected shortest length.

In 1996-97 several cryptosystems were introduced whosertyialg hard prob-
lem was SVP or CVP in a lattice of dimensionn. These were, in alphabetical
order:

e Ajtai-Dwork, ECCC report 1997, [2]
e GGH, presented at Crypto '97, [14]
e NTRU, presented at the rump session of Crypto '96, [22]

The public key sizes associated to these cryptosystem#\as for Ajtai-Dwork,
0(n?) for GGH ande'(nlogn) for NTRU.

The system proposed by Ajtai and Dwork was particularlyriegéng in that
they showed that it was provably secure unless a worst ctgzelproblem could
be solved in polynomial time. Offsetting this, however, s large key size. Sub-
sequently, Nguyen and Stern showed, in fact, that any effiéieplementation of
the Ajtai-Dwork system was insecure [49].

The GGH system can be explained very simply. The owner ofivate key has
knowledge of a special small, reduced bagfer L. A person wishing to encrypt a
message has access to the public Bewhich is a generic basis fdr. The basiB
is obtained by multiplyindR by several random unimodular matrices, or by putting
Rinto Hermite normal form, as suggested by Micciancio.

We associate tB andR, corresponding matrices whose rows arertivectors in
the respective basis. A plaintext is a row vectonafitegersx, and the encryption
of x is obtained by computing= xB+r, wherer is a random perturbation vector
consisting of small integers. Thux® is contained in the lattice while e is not.
Nevertheless, if is short enough then with high probabilxy is the unique point
in L which is closest t@.

A person with knowledge of the private bastan computexB using Babai's
technique, [4], from whiclx is then obtained. More precisely, using the mabne
can computeR ! and then round each coefficient of the result to the nearestén
If r is sufficiently small, an®R is sufficiently short and close to being orthogonal
then the result of this rounding process will most likelyaeer the poinkB.

Without knowledge of any reduced basis farit would appear that breaking
GGH was equivalent to solving a general CVP. Goldreich, @Gakser and Halevi
conjectured that fon > 300 this general CVP would be intractable. However, the
effectiveness of LLL (and later variants of LLL) on latticeEhigh dimension had
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not been closely studied. In [47], Nguyen showed that sorfzerimation leakage in
GGH encryption allowed a reduction to an easier CVP probteamely one where
the ratio of actual distance to the closest vector to expidetegth of the shortest
vector of L was smaller. Thus he was able to solve GGH challenge probilems
dimensions 200, 250, 300 and 350. He did not solve their fireddlpm in dimension
400, but at that point the key size began to be too large feisystem to be practical.
It also was not clear at this point how to quantify the seguwftthen = 400 case.

The NTRU system was described at the rump session of Crygt@s9a ring
based public key system that could be translated into an Sulgm in a special
class of lattice$. Specifically the NTRU latticé consists of all integer row vectors
of the form(x,y) such that

y=xH (modq).

Hereq is a public positive integer, on the order of 8 to 16 bits &hds a public
circulant matrix. Congruence of vectors modgjds interpreted component-wise.
Because of it's circulant naturél can be described by a single vector, explaining
the shorter public keys.

An NTRU private key is a single short vectdrg) in L. This vector is used, rather
than Babai’s technique, to solve a CVP for decryption. Togewith its rotations,
(f,g) yields half of a reduced basis. The vectdrg) is likely to be the shortest
vector in the public lattice, and thus NTRU is vulnerableffeent lattice reduction
techniques.

At Eurocrypt’97, Coppersmith and Shamir pointed out thgtgufficiently short
vector inL, not necessarilyf, g) or one of its rotations, could be used as a decryption
key. However, they remarked that this really didn’t matter a

“We believe that for recommended parameters of the NTRUtosystem, the
LLL algorithm will be able to find the original secret kéy.”

However, no evidence to support this belief was providedthadery interesting
question of quantifying the effectiveness of LLL and itsigats against lattices of
NTRU type remained.

At the rump session of Crypto '97 Lieman presented a repogasne prelimi-
nary work by himself and the developers of NTRU on this questi his report, and
many other experiments supported the assertion that tleeréiquired for LLL-BKZ
to find the smallest vector in a lattice of dimensiowas at least exponential im
See [27] for a summary of part of this investigation.

The original algorithm of LLL corresponds to block size 2 dKB and prov-
ably returns a reasonably short vector of the lattic&he curious thing is that in
low dimensions this vector tends to be the actual shortetowefL. Experiments
have led us to the belief that the BKZ block size required td fire actual shortest
vector in a lattice is linear in the dimension of the lattiséth an implied constant
depending upon the ratio of the actual shortest vector feager the Gaussian ex-
pected shortest length. This constant is sufficiently sthallin low dimensions the
relevant block size is 2. It seems possible that it is the lsress of this constant that

2 NTRU was published in ANTS ’98. Its appearance in print wasykl by its rejection by the
Crypto '97 program committee.
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accounts for the early successes of LLL against knapsatiseXponential nature
of the problem overcomes the constanhgmsses 300.

1.1.4 Digital signatures based on lattice problems

In general it is very straight forward to associate a digsighature process to a
lattice where the signer possess a secret highly reducésl dnad the verifier has
only a public basis for the same lattice. A message to be gigmeent by some
public hashing process to a random paimtin Z". The signer, using the method
of Babai and the private basis, solves the CVP and finds adapiints which is
reasonably close tm. This is the signature on the messageAnyone can verify,
using the public basis, that L andsis close tam. However, presumably someone
without knowledge of the reduced basis would have a hard finting a lattice
points’ sufficiently close tan to count as a valid signature.

However, any such scheme has a fundamental problem to ower@very valid
signature corresponds to a vector differeaeam. A transcript of many suck— m
will be randomly and uniformly distributed inside a fundanted parallelepiped of
the lattice. This counts as a leakage of information and asylig and Regev re-
cently showed, this vulnerability makes any such schemgstio effective attacks
based on independent component analysis [48].

In GGH, the private key is a full reduced basis for the laitared such a digital
signhature scheme is straightforward to both set up andkattadNTRU, the pri-
vate key only reveals half of a reduced basis, making thega®oof setting up an
associated digital signature scheme considerably lesig/istforward.

The first attempt to base a digital signature scheme uponaime rinciples
as “NTRU encryption” was NSS [23]. Its main advantage, (aisd disadvantage)
was that it reliednly on the information immediately available from the privagg k
namely half of a reduced basis. The incomplete linkage oN&8 signing process
to the CVP problem in a full lattice required a variety of acchoethods to bind
signatures and messages, which were subsequently exjpioitgeak the scheme.
An account of the discovery of the fatal weaknesses in NS®edaund in Section
7 of the extended version of [19], available at [20].

This paper contains the second attempt to base a signahgmemn the NTRU
lattice (NTRUSIgn) and also addresses two issues. Firptoitides an algorithm
for generating the full short basis of an NTRU lattice fronolhedge of the pri-
vate key (half the basis) and the public key (the large baSisgond, it described
a method of perturbing messages before signing in orderduceethe efficiency
of transcript leakage. (See Section 1.4.5.) The learniagrthapproach of Nguyen
and Regev in [48] shows that about 90,000 signatures conipegrthe security of
basic NTRUSIgn without perturbations. W. Whyte pointed authe rump session
of Crypto '06 that by applying rotations to effectively imase the number of sig-
natures, the number of signatures required to theoretideliermine a private key
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was only about 1000. Nguyen added this approach to his aneM®agchnique and
was able to in fact recover the private key with roughly thisntoer of signatures.

1.2 TheNTRUEnNcrypt and NTRUSign algorithms

The rest of this article is devoted to a description of MERUENcrypt and
NTRUSiIgn algorithms, which at present seem to be the most efficienbeimients
of public key algorithms whose security rests on latticeutithn.

1.2.1 NTRUEnNcrypt

NTRUEnNcrypt is typically described as a polynomial based cryptosystemiving
convolution products. It can be naturally be viewed as &katiryptosystem too, for
a certain restricted class of lattices.

The cryptosystem has several natural parameters and,aslyiractical cryp-
tosystems, the hope is to optimize these parameters foieeific whilst at the same
time avoiding all known cryptanalytic attacks.

One of the more interesting cryptanalytic techniques te dahcernindNTRU-
Encrypt exploits the property that, under certain parameter clspite cryptosys-
tem can fail to properly decrypt valid ciphertexts. Thmctionality of the cryp-
tosystem is not adversely affected when these, so calledrygtion failures” occur
with only a very small probability on random messages, budttacker can choose
messages to induce failure, and assuming he knows when gesdsave failed to
decrypt (which is a typical security model in cryptograpthgre are efficient ways
to extract the private key from knowledge of the failed cipeets (i.e. the decryp-
tion failures are highly key-dependent). This was firstcediin [28, 54], and is an
important consideration in choosing parametersNoRUENcrypt.

Other security considerations fOFTRUENcrypt parameters involve assessing
the security of the cryptosystem against lattice reductimet-in-the-middle attacks
based on the structure of the NTRU private key, and hybrétk# that combine both
of these techniques.

1.2.2NTRUSIign

The search for a “zero-knowledge” lattice-based signaseteeme is a fascinat-
ing open problem in cryptography. It is worth commentingttireost cryptogra-
phers would assume that anything purporting to be a sigaathreme would auto-
matically have the property of “zero-knowledge”, i.e. thefidition of a signature
scheme implies the problems of determining the private kegreating forgeries
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should become no easier after having seen a polynomial numhizalid signatures.
However, in the theory of lattices, signature schemes wtiuction arguments are
just emerging and their computational effectiveness isetiily being examined.
For most lattice-based signature schemes there are axgtliacks known which
use the knowledge gained from a transcript of signatures.

When consideringractical signature schemethe “zero-knowledge” property
is not essential for the scheme to be useful. For exampleat sayals typically burn
out before signing a million times, so if the private key ifeiasible to obtain (and a
forgery is impossible to create) with a transcript of lessith million signatures then
the signature scheme would be sufficient in this environnietiterefore seems that
there is value in developing efficient, non-zero-knowledgtice-based signature
schemes.

The early attempts [9, 23] at creating such practical sigeaschemes from
NTRU-based concepts succumbed to attacks which requizeddripts of far too
small a size [12, 13]. However the known attacksNdFRUSign, the currently rec-
ommended signature scheme, require transcript lengthmmfactical length, i.e.
the signatures scheme does appear to be of practical sagriéat present.

NTRUSIgn was invented between 2001 and 2003 by the inventoRsTGRUEN-
crypt together with N. Howgrave-Graham and W. Whyte [19]. LMERUENcrypt
itis highly parametrizable, and in particular has a paramatolving the number of
perturbations. The most interesting cryptanalytic pregi@NTRUSIign has been
showing that itmustbe used with at least one perturbation, i.e. there is an effici
and elegant attack [48, 50] requiring a small transcriptighatures in the case of
zero perturbations.

1.2.3 Contents and motivation

This paper presents an overview of operations, performak security consid-
erations forNTRUEnNcrypt and NTRUSign. The most up-to-date descriptions of
NTRUEnNcrypt and NTRUSIgn are included in [30] and [21], respectively. This
paper summarizes, and draws heavily on, the material plexbenthose papers.

This paper is structured as follows. First, we introduce describe the algo-
rithms NTRUEnNcrypt and NTRUSIign. We then survey known results about the
security of these algorithms, and then present performahaeacteristics of the
algorithms.

As mentioned above, the motivation for this work is to proglu@ble crypto-
graphic primitives based on the theory of lattices. The fiemef this are twofold:
the new schemes may have operating characteristics tharfiic environments
particularly well. Also, the new schemes are based on diffelnard problems from
the current mainstream choices of RSA and ECC.

The second point is particularly relevant in a post-quantuond. Lattice re-
duction is a reasonably well-studied hard problem that rseculy not known to
be solved by any polynomial time, or even subexponentiaé tiquantum algo-
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rithms [58, 41]. Whilst the algorithms are definitely of irgst even in the classical
computing world, they are clearly prime candidates for \sjatead adoption should
quantum computers ever be invented.

1.3 NTRUEnNcrypt: Overview

1.3.1 Parameters and Definitions

An implementation of th&NTRUENcrypt encryption primitive is specified by the
following parameters:

N Degree ParameteA positive integer. The associated NTRU lattice
has dimension 4.
g Large ModulusA positive integer. The associated NTRU lattice is a
convolution modular lattice of modulup
p Small ModulusAn integer or a polynomial.
P1,9¢ Private Key SpacesSets of small polynomials from which the pri-
vate keys are selected.
9m Plaintext SpaceSet of polynomials that represent encryptable mes-
sages. It is the responsibility of the encryption schemertwide a
method for encoding the message that one wishes to encigpain
polynomial in this space.
2 Blinding Value SpaceSet of polynomials from which the temporary
blinding value used during encryption is selected.
center Centering MethodA means of performing mod reduction on de-
cryption.

Definition 1. TheRing of Convolution Polynomials

__ziX]
Sy
Multiplication of polynomials in this ring corresponds teetconvolution product of
their associated vectors, defined by

N-1

0= 5 <i+,--k s o)Xt

We also use the notatiody = %. Convolution operations in the ringq are

referred to asnodular convolutions

Definition 2. A polynomiala(X) = ag+aiX + - -- +ay_1 XN is identified with its
vector of coefficienta = [ag,a,...,an—1]. The meara of a polynomiak is defined
bya= % 3 a. Thecentered nornja|| of a is defined by
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, N1 g N 2
[[all®= goeu N (i;a) . (1.1)

Definition 3. Thewidth Width(a) of a polynomial or vector is defined by
Width(a) = Max(ay,...,an—1) — Min(ap, ...,an-1) -

Definition 4. A binary polynomials one whose coefficients are all in the §@11}.
A trinary polynomialis one whose coefficients are all in the $§6t+1}. If one of
the inputs to a convolution is a binary polynomial, the ofierais referred to as a
binary convolutionlf one of the inputs to a convolution is a trinary polynomthle
operation is referred to ast@nary convolution

Definition 5. Define the polynomial space®y(d), n(d), In(d1,dz) as follows.
Polynomials in%n(d) haved coefficients equal to 1 and the other coefficients are 0.
Polynomials iny(d) haved + 1 coefficients equal to 1, havkcoefficients equal

to —1, and the other coefficients are 0. Polynomialsia(d;,d,) haved; coeffi-
cients equal to 1, haw coefficients equal te-1, and the other coefficients are 0.

1.3.2 "Raw” NTRUEnNcrypt

1.3.2.1 Key Generation

NTRUENcrypt key generationconsists of the following operations:

1. Randomly generate polynomidlandg in 2, &4 respectively.

2. Invertf in %4 to obtainfq, invertf in %, to obtainf,, and check thag is
invertible in%q [26].

3. The public keyh = p* g fgq (modq). The private key is the paif, f,).

1.3.2.2 Encryption

NTRUENcrypt encryption consists of the following operations:

1. Randomly select a “small”’polynomiak Z;.
2. Calculate the ciphertegtase = rxh +m (modq).

1.3.2.3 Decryption

NTRUEnNcrypt decryption consists of the following operations:

1. Calculatea = center(f x €), where the centering operatieanter reduces its
input into the interva]A,A+q—1].
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2. Recovem by calculatingn = fp*a (modp).

To see why decryption works, use= px* g * fq ande = rxh + m to obtain
a=px*xrxg+fxm (modq) . (1.2)

For appropriate choices of parameters aadt er , this is an equality oveZ, rather
than just overZq. Therefore step 2 recovers: the pxr g term vanishes, and
fpxf+xm=m (modp).

1.3.3 Encryption scheme$NAEP

In order to protect against adaptive chosen ciphertextldfave must use an ap-
propriately definedencryption schemerhe scheme described in [31] gives prov-
able security in the random oracle model [5, 6] with a tigbtlifiear) reduction. We
briefly outline it here.

NAEP uses two hash functions:

G:{0,11N""'x{0,1' =2 H:{o,1}N - {0o,1}N
To encrypt a messadé € {0,1}N~" usingNAEP one uses the functions

compress(X) = (x (modq)) (mod 2),
B2P: {0,1}N — Znu*error’, P2B: Zm — {0,1}N

The functionconpr ess puts the coefficients of the modular quantitymodq)
in to the interval[0,q), and then this quantity is reduced modulo 2. The role of
conpr ess is simply to reduce the size of the input to the hash functiofor
gains in practical efficiency.The functid®2P converts a bit string into a binary
polynomial, or returns “error” if the bit string does notfilithe appropriate criteria
— for example, if it does not have the appropriate level of biratorial security.
The functionP2B converts a binary polynomial to a bit string.

The encryption algorithm is then specified by:

Pickb & {0,1}.

Letr = G(M,b), m = B2P( (M||b) & H(compress(rxh)) ).
If B2P returns “error”, go to step 1.

Lete=r+xh+me Zq.

PoOdE

Step 3 ensures that only messages of the appropriate fotinengihcrypted.
To decrypt a messages Zq one does the following:

1. Leta = center(f xe (modQ)).
2. Letm =f,1xa (modp).
3. Lets=e—m.
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4. LetM||b=P2B(m)® H(compress(P2B(s))).

5. Letr=G(M,b).

6. If rxh =s (modq), andm € %, then return the messa@#, else return the
string “invalid ciphertext”.

The use of the schemAEP introduces a single additional parameter:

|  Random Padding LengtfThe length of the random paddithgcon-
catenated wittM in step 1.

1.3.4 InstantiatingNAEP: SVES-3

The EESS#1 v2 standard [9] specifies an instantiatidWAEP known asSVES-3.
In SVES-3, the following specific design choices are made:

e To allow variable-length messages, a one-byte encodingeofitessage length
in bytes is prepended to the message. The message is paddedies to fill
out the message block.

e The hash functiors which is used to producetakes as inpuM; b; an OID
identifying the encryption scheme and parameter set; atrihg &ync derived
by truncating the public key to length bits.

SVES-3 includeshyync in G so thatr depends on the specific public key. Even
if an attacker were to find afM, b) that gave an with an increased chance of a
decryption failure, thatM, b) would apply only to a single public key and could not
be used to attack other public keys. However, the curremimetended parameter
sets do not have decryption failures and so there is no neée@ubdh;ync to G. We
will therefore useSVES-3but setl, = 0.

1.3.5 NTRUEnNcrypt coins!

Itis both amusing and informative to view thd RUENcrypt operations as working
with “coins”. By coins we really meaN-sided coins, like the British 50 pence piece.

An element ofZ maps naturally to ail-sided coin: one simply write the integer
entries ofa € #Z on the side-faces of the coin (with “heads” facing up, sayjl-M
tiplication by X in Z is analagous to simply rotating the coin, and addition of two
elements inZ is analagous to placing the coins on top of each other and sugnm
the faces. A generic multiplication by an elemen#iris thus analagous to multiple
copies of the same coin being rotated by different amonuasegd on top of each
other, and summed.

TheNTRUEnNcrypt key recovery problem is a binary multiplication problera, i.
givend; copies of théh-coin the problem is to pile them on top of eachother (with
distinct rotations) so that the faces sum to zero or one noogiul
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The rawNTRUENcrypt encryption function has a similar coin analogy: one piles
dr copies of theh-coin on top of one another with random (but distinct) ratas,
then one sums the faces modujpand adds a sma{l0,1} perturbation to faces
moduloq (corresponding to the message). The resulting aiis, a validNTRU-
Encrypt ciphertext.

The NTRUEnNcrypt decryption function also has a similar coin analogy: one
pilesd; copies of ac-coin (corresponding to the ciphertext) on top of each other
with rotations corresponding tb. After summing the faces modulp centering,
and then a reduction modufm one should recover the original message

TheseNTRUENcrypt operations are so easy, it seems strong encryption could
have been used centuries ago, had public-key encryptiankre®vn about. From a
number theoretic point of view, the only non-trivial opéoatis the creation of the
h coin (which involves Euclid’s algorithm over polynomials)

1.4 NTRUSIgn: Overview

1.4.1 Parameters

An implementation of th&lTRUSIign primitive uses the following parameters:

N polynomials have degree N
g coefficients of polynomials are reduced modglo
P1,9¢ polynomials in7 (d) haved + 1 coefficients equal to 1, hakcoef-
ficients equal to-1, and the other coefficients are 0.
A4 the norm bound used to verify a signature.
B the balancing factor for the norin- || 3. Has the property & 8 < 1.

1.4.2 “Raw” NTRUSIgn

1.4.2.1 Key Generation

NTRUSIgn key generationconsists of the following operations:

1. Randomly generate “small” polynomidlsandg in 2z, %4 respectively such
thatf andg are invertible modula.
2. Find polynomiald andG such that

f+xG—gxF=q, (1.3)
andF andG have size

IFll ~ 1G] ~ [If]lv/N/12. (1.4)
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This can be done using the methods of [19]
3. Denote the inverse 6fin Zq by fq, and the inverse of in % by gq The public
keyh = F «fq (modq) = G * gq (moddq]). The private key is the palif,g).

1.4.2.2 Signing

The signing operation involvesundingpolynomials. For ang € Q, let | a] denote
the integer closest ta, and define{a} = a— |a]. (For numbers that are midway
between two integers, we specify tha} = +%, rather than—%.) If Alis a poly-
nomial with rational (or real) coefficients, IéA] and{A} be A with the indicated
operation applied to each coefficient.

“Raw” NTRUSign signing consists of the following operations:

1. Map the digital documer to be signed to a vectan < [0,q)N using an agreed
hash function.

2. Set
o =m (& 7)o (THE ).

e=—{x} and ¢&=-{y}. (1.5)

4. Calculates, the signature, as

3. Set

s=¢ef+€g. (1.6)

1.4.2.3 Verification

Verification involves the use of halancing factorf3 and anorm bound.#". To
verify, the recipient does the following:

1. Map the digital documer to be verified to a vectom < [0,q)N using the
agreed hash function.

2. Calculatet = s*h modq, wheres is the signature anhl is the signer’s public
key.

3. Calculate the norm

1/2

v=min (||s+kq?+ B3| (t — m) + kq||?) (1.7)
kl,kzeR

4. If v < 1, the verification succeeds. Otherwise, it fails.
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1.4.3 WhyNTRUSIign works

Given any positive integefd andq and any polynomiath € R, we can construct a
lattice L, contained inR2 =2 Z2N as follows:

Lh=Ln(N,q) = {(r,r') e RxR|r'=r«xh (modq)}.

This sublattice o\ is called aconvolution modular latticdt has dimension equal
to 2N and determinant equal t'.

Since
fF
det(g G) =q

and we have defined= F/f = G/g modq, we know that

fF d lh
(56)(za)
are bases for the same lattice. Here, as in [19], a 2-by-2atpolynomials is
converted to a R-by-2N integer matrix matrix by converting each polynomial in
the polynomial matrix to its representation asNuiby-N circulant matrix, and the
two representations are regarded as equivalent.

Signing consists of finding a close lattice point to the mgegamint(0,m) using
Babai's method: express the target point as a real-valuethiction of the basis
vectors, and find a close lattice point by rounding off thetimal parts of the real
coefficients to obtain integer combinations of the basisarscThe error introduced
by this process will be the sum of the rounding errors on edctheobasis vectors,
and the rounding error will by definition be betweer% and%. In NTRUSIgn, the
basis vectors are all of the same length, so the expectediatroduced by &
roundings of this type will b /N /6 times this length.

In NTRUSIgn, the private basis is chosen such thdt= ||g|| and||F|| ~ ||G|| ~
v/N/12||f||. The expected error in signing will therefore be

VN/6f[| +B(N/6V2)If]. (1.8)

In contrast, an attacker who uses only the public key wiglljiproduce a signa-
ture withN incorrect coefficients, and those coefficients will be distted randomly
moddg. The expected error in generating a signature with a publasktherefore

BvN/12q. (1.9)

(We discuss security considerations in more detail in $acti10 and onwards; the
purpose of this section is to argue that it is plausible thatgrivate key allows the
production of smaller signatures than the public key).

Itis therefore clear that it is possible to chodi$g andq such that knowledge of
the private basis allows the creation of smaller signingrsrthan knowledge of the
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public basis alone. Therefore, by ensuring that the sigaingy is less than could be
expected to be produced by the public basis, a recipientedfy that the signature
was produced by the owner of the private basis and is theyefdid.

1.4.4 NTRUSIgn signature schemes: chosen message attacks,
hashing and message preprocessing

To prevent chosen message attacks the message representaist be generated
in some pseudo-random fashion from the input docunienthe currently rec-
ommended hash function fNTRUSIgn is a simple Full Domain Hash. First the
message is hashed to a “seed” hash vélgeHn, is then hashed in counter mode
to produce the appropriate number of bits of random outphighvare treated as
numbers modj. Sinceq is a power of 2, there are no concerns with bias.

The above mechanism is deterministic. If parameter sets alaysen that gave a
significant chance of signature failure, the mechanism eaamdomized as follows.
The additional input to the processrig,, the length of the randomizer in bits.

On signing:

1. Hash the message as before to genéiate

2. Select a randomizerconsisting ofre, random bits.

3. HashHy||r in counter mode to obtain enough output for the messagesepre
tativem.

4. On signing, check that the signature will verify corrgctl

a. If the signature does not verify, repeat the process wdlifferentr.
b. If the signature verifies, send the tuples) as the signature

On verification, the verifier uses the receiveand the calculateHly, as input to
the hash in counter mode to generate the same message negtiesas the signer
used.

The size of should be related to the probability of signature failura.aitacker
who is able to determine through timing information that\eegiH, required mul-
tiple rs knows that at least one of thoseresulted in a signature that was too big,
but does not know which message it was or what the resultgmpsire was. It is
an open research question to quantify the appropriate izéooa given signature
failure probability, but in most caseg, = 8 or 32 should be sufficient.

1.4.5 NTRUSIgn signature schemes: perturbations

To protect against transcript attacks, the lMWRUSIgn signing algorithm defined
above is modified as follows.

On key generation, the signer generates a s@awtirbation distribution func-
tion.
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On signing, the signer uses the agreed hash function to neagiotumenD to
the message representativie However, before using her private key, she chooses
an error vectoe drawn from the perturbation distribution function that vaedined
as part of key generation. She then signs e, rather thanm alone.

The verifier calculates, t, and the norms afandt — m and compares the norms
to a specified bound/” as before. Since signatures with perturbations will bedarg
than unperturbed signatured; and in fact all of the parameters will in general be
different for the perturbed and unpertubed cases.

NTRU currently recommends the following mechanism for gatieg perturba-
tions.

1.4.5.1 Key generation

At key generation time, the signer generdieltticesL; ...Lg. These lattices are
generated with the same parameters as the private and gabpliattice,Lq, but are
otherwise independent &f) and of each other. For eath the signer stores, g,
hi.

1.4.5.2 Signing

When signingm, for eachL; starting withLg, the signer does the following:

Set(x,y) == (—7":]*& , %ﬂ) )

Sete = —{x} and ¢ =-{y}.
Setsj = &fi + €'g; .

Sets =s+s5;.

If i = 0 stop and outpu; otherwise, continute
Settj = sj x hy modq
Setm = t; — (sjxhj_1) modq.

NogorwN B

The final step translates back to a point of the f¢fym) so that all the signing
operations can use only thandg components, allowing for greater efficiency. Note
that steps 6 and 7 can be combined into the single step aigett=s; * (hj — hj_1
to improve performance.

The parameter sets defined in [21] tdke- 1.
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1.5 NTRUEnNcrypt performance

1.5.1 NTRUENcrypt parameter sets

There are many different ways of choosing “small” polyndsii&his section re-
views NTRU'’s current recommendations for choosing the fofrthese polynomi-
als for best efficiency. We focus here on choices that impedfieiency; security
considerations are looked at in Section 1.9.

1.5.1.1 Form off

PublishedNTRUENcrypt parameter sets [30] taketo be of the formf = 1+ pF.
This guarantees th§ = 1, eliminating one convolution on decryption.

1.5.1.2 Form ofF, g, r

NTRU currently recommends several different forms foandr. If F andr take
binary, respectivelytrinary, form, they are drawn fron¥y(d), the set of binary
polynomials withd 1s andN — d Os or 9 (d), the set of trinary polynomials with
d+1 1s,d-1s andN — 2d — 1 Os. IfF andr takeproductform, thenF = f1 x f, 4 f3,

with fy,fp,f3 al Pn(d), In(d), and similarly forr. (The valued is considerably
lower in the product-form case than in the binary or trinaage).

A binary or trinary convolution requires on the orderdifl adds modg. The
best efficiency is therefore obtained witkis as low as possible consistent with the
security requirements.

1.5.1.3 Plaintext size

For k-bit security, we want to transporkdits of message and we we requiire

k, I the random padding lengtl&VES-3 uses 8 bits to encode the length of the
transported messagd.must therefore be at leask 3 8. SmallerN will in general
lead to lower bandwidth and faster operations.

1.5.1.4 Form ofp, q

The parameterp andq must be relatively prime. This admits of various combina-
tions, such asp=2,q=prime), (p=3,q=2"), (p=2+X,q=2").
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1.5.1.5 TheB2P function

The polynomialm produced by th&2P function will be a random trinary polyno-
mial. As the number of 1s, (in the binary case), or 1s and +1¢h@ trinary case),
decreases, the strength of the ciphertext against botbelahd combinatorial at-
tacks will decrease. THg2P function therefore contains a check that the number of
1sinm is no less than a valuthy,,. This value is chosen to be equaldé. If, during
encryption, the encrypter generatashat does not satisfy this criterion, they must
generate a different value bfand re-encrypt.

1.5.2 NTRUEnNcrypt performance

Table 1.1 and Table 1.2 give parameter sets and running {imesms of operations
per second) for size optimized and speed optimized perfocamaespectively, at
different security levels corresponding kobits of security. “Size” is the size of
the public key in bits. In the case BFTRUEnNcrypt and RSA this is also the size
of the ciphertext; in the case of some ECC encryption schesueh as ECIES,
the ciphertext may be a multiple of this size. Times givenfareunoptimized C
implementations on a 1.7 GHz Pentium and include time foemtlyption scheme
operations, including hashing, random number generatiomell as the primitive
operationdm, is the same in both the binary and product-form case and ieuni
from the product-form table.

For comparison, we provide the times given in [7] for rawptit curve point
multiplication (not including hashing or random number getion times) over the
NIST prime curves. These times were obtained on a 400 MHz EP&RI have been
converted to operations per second by simply scaling by #900. Times given are
for point multiplication without precomputation, as thisrresponds to common us-
age in encryption and decryption. Precomputation impréivegoint multiplication
times by a factor of 3.5-4. We also give the speedugNFORUENCcrypt decryption
versus a single ECC point multiplication.

1.6 NTRUSIgn performance

1.6.1 NTRUSIgn parameter sets

1.6.1.1 Form off, g

The current recommended parameter sets fak®lg to be trinary, i.e. drawn from
In(d). Trinary polynomials allow for higher combinatorial seityrthan binary
polynomials at a given value &f and admit of efficient implementations. A trinary
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RSA[ECC ECC [ Enc ECC| Dec ECC|

; -~ ~|enc/gdec/s - :
size | size mult/s| ratio ratio
112 401(1131113(2049 4411| 2048 224 |26401466/ 1075 491 1.36

128 4491341342048 4939| 3072| 256 |2001]1154 661 6.05 1.75

k| N [d]|dy| g [ size

160 5471751752044 6017| 4096| 320 |1268 718| n/a n/a n/a
192 677|157/157/2044 7447| 7680| 384 |1188 674| 196 | 12.12 3.44
256/1087/120{120{2048119571536Q 512 (1087 598| 115 18.9 5.2
Table 1.1 Size-optimizedNTRUENcrypt parameter sets with trinary polynomials.
k| N [d|dy| g | size R.SA E.CC enc/sdec/s ECC | Enc I.ECC Dec I.ECC
size | size mult/s| ratio ratio

112 659|38[ 382048 7249| 2048| 224 |47782654 1075( 8.89 2.47
128| 761|42[ 422048 8371| 3072| 256 |3767|2173 661 11.4 3.29
160 991|49| 49204810901 4096| 320 (25011416 n/a n/a n/a
192/108763( 63204811957 7680| 384 |18441047| 196 | 18.82 5.34
256/149979| 79|20481648915360 512 |1197] 658| 115 | 20.82 5.72

Table 1.2 Speed-optimizetNTRUENcrypt parameter sets with trinary polynomials.

convolution require$2d + 1)N adds and one subtract mqdThe best efficiency is

therefore obtained whethis as low as possible consistent with the security require-
ments.

1.6.1.2 Form ofp, q

The parameterg andN must be relatively prime. For efficiency, we taf{¢o be a
power of 2.

1.6.1.3 Signing Failures

A low value of 47, the norm bound, gives the possibility that a validly getexta
signature will fail. This affects efficiency, as if the charaf failure is non-negligible
the signer must randomize the message before signing aoHl fdrdailure on sig-
nature generation. For efficiency, we want to s&tsufficiently high to make the
chance of failure negligible. To do this, we denote the etgubsize of a signature
by & and define theigning tolerancep by the formula

N =pé& .

As p increases beyond 1, the chance of a signing failure appear®p off expo-
nentially. In particular, experimental evidence indicatleat the probability that a
validly generated signature will fail the normbound testhwiarametep is smaller
thane CMN)(P-1) ' whereC(N) > 0 increases witlN. In fact, under the assumption
that each coefficient of a signature can be treated as a sundepéndent identi-
cally distributed random variables, a theoretical analysilicates thaC(N) grows
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quadratically inN. The parameter sets below were generated with 1.1, which
appears to give a vanishingly small probability of validsiture failure folN in the
ranges that we consider. It is an open research questiondmuae precise signa-
ture failure probabilities for specific parameter sets,tbedetermine the constants

in C(N).

1.6.2 NTRUSIgn performance

With one perturbation, signing takes time equivalent to twaw” signing opera-
tions (as defined in Section 1.4.2.2) and one verificatioseBech is ongoing into
alternative forms for the perturbations that could redhigtime.
Table 1.3 gives the parameter sets for a range of securigyslevorresponding
to k-bit security, and the performance (in terms of signatureb\arifications per
second) for each of the recommended parameter sets. We mosigaature times
to a single ECC point multiplication with precomputatioorr [7]; without pre-
computation the number of ECC signatures/second goes dparfdrtor of 3.5-4.
We compare verification times to ECDSA verification timeshwitt memory con-
straints from [7]. As in Tables 1.1 and 1I2TRUSign times given are for the entire
scheme (including hashing, etc), not just the primitiveragien, while ECDSA
times are for the primitive operation alone.
Above the 80-bit security leveNTRUSIgn signatures are smaller than the cor-
responding RSA signatures. They are larger than the camelipg ECDSA signa-
tures by a factor of about 4. ANTRUSign private key consists of sufficient space
to storef andg for the private key, plus sufficient space to stfrg; andh; for each
of theB perturbation bases. Ea€landg can be stored inf# bits, and each can be
stored inNlog,(q) bits, so the total storage requred for the one-perturbatse is
is 16N bits for the 80- to 128-bit parameter sets below anl bits for the 160- to

256-bit parameter sets, or approximately twice the siz@@public key.

public key and

Parameters signature size sign/s viyls

k [N |d| g [|[NTRUECDSA keyECDSA sig RSA [| NTRU|ECDSA{Ratio|| NTRU|JECDSA|Ratio
80(157/29|256|| 1256 192 384 1024 || 4560| 5140 [0.89 || 15955 1349 [11.83
112/197|28|256| 1576 224 448 |~ 2048|l 3466| 3327 |1.04|( 10133 883 |11.48
12822332|256| 1784 256 512 3072 || 2691| 2093 |1.28 || 7908 | 547 |14.46
16026345512 2367 320 640 4096 || 1722 — — || 5686 — —
192131350(512|| 2817 384 768 7680 || 1276| 752 [1.69|f 4014| 170 |23.61
256/34975(512|| 3141 512 1024 |15360| 833 | 436 |[1.91| 3229| 100 |32.29

Table 1.3 Performance measures for differédit RUSign parameter sets. (Note: parameter sets

have not been assessed against the hybrid attack of sedi@ahd may give less than k bits of

security.)
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1.7 Security: overview

We quantify security in terms of bit strengkh evaluating how much effort an at-
tacker has to putin to break a scheme. All the attacks we denkere have variable
running times, so we describe the strength of a parametersggg the notion of
cost For an algorithme with running timet and probability of success the cost
is defined as

Cy=t/e.

This definition of cost is not the only one that could be used.dxample, in the
case of indistinguishability against adaptive chosemeifext attack the attacker
outputs a single bit € {0,1}, and obviously has a chance of success of at least
%. Here the probability of success is less important than tteecker'sadvantage
defined as

adv.#/(ind)) = 2.(Pr{Succ[«]] — 1/2) .

However, in this paper the cost-based measure of secugdfypsopriate.

Our notion of cost is derived from [39] and related work. Ateatate notion
of cost, which is the definition above multiplied by the ambofimemory used, is
proposed in [60]. The use of this measure would allow sigaifity more efficient
parameter sets, as the meet-in-the-middle attack deddritfection 1.8.1 is essen-
tially a time-memory tradeoff that keeps the product of tiamel memory constant.
However, current practice is to use the measure of cost above

We also acknowledge that the notion of comparing public-gegurity levels
with symmetric security levels, or of reducing security wiregle headline measure,
is inherently problematic — see an attempt to do so in [52],wseful comments on
this in [34]. In particular, extrapolation of breaking tims an inexact science, the
behavior of breaking algorithms at high security levelsyisibfinition untested, and
one can never disprove the existence of an algorithm tretkN TRUENCcrypt (or
any other system) more efficiently than the best currentbpkmmethod.

1.8 Common security considerations

This section deals with security considerations that aneraon toNTRUEnNcrypt
andNTRUSIgn.

Most public key cryptosystems, such as RSA [57] or ECC [36, @ based on
a one-way function for which there is one best-known methioattack: factoring
in the case of RSA, Pollard-rho in the case of ECC. In the cAdET®U, there are
two primary methods of approaching the one-way function, bétlach must be
considered when selecting a parameter set.
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1.8.1 Combinatorial Security

Polynomials are drawn from a known spageé This space can best be searched by
using a combinatorial technique originally due to OdlyzR8][ which can be used
to recoveff or g from h orr andm from e. We denote the combinatorial security of
polynomials drawn from#” by Comb.”|

) v
omi%n(d)] > N (1.10)

For trinary polynomials inZy(d), we find
Comb.7 (d)] > (dﬂl)/\/ﬁ. (1.11)

For product-form polynomials iy (d), defined as polynomials of the fora=
a1 * ap + a3, whereay,ap,az are all binary withd,, ,da,,da; 1S respectivelygy; =
dao = da3 = dg, and there are no further constraintsaprve find [30]:

Comb 2y (d)] > min( (N _d ENl/d])z,

max((N(j—_f§1> <N— (%1) <2Nd>>

(0 )

1.8.2 Lattice Security

An NTRU public keyh describes ag-dimensional NTRU lattice containing the
private key {, g) or (f, F). Whenf is of the formf = 1+ pF, the best lattice attack
on the private key involves solving a Close Vector ProbleMRES Whenf is not of
the formf = 1+ pF, the best lattice attack involves solving an Approximatergst
Vector Problem (apprSVP). Experimentally, it has been ébilnat an NTRU lattice
of this form can usefully be characterized by two quantities

a=N/q,

c = v4me|F|gll/a (NTRUEncrypt),

3 Coppersmith and Shamir [10] propose related approacheshwinin out not to materially affect
security.
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= Varme|f|[|[Fll/a (NTRUSIgn).

(For product-form keys the norfjf || is variable but always obeyg| > /D(N — D) /N,
D = d?+d. We use this value in calculating the lattice security ofjuct-form keys,
knowing that in practice the value ofwill typically be higher.)

This is to say that for constaf#, c), the experimentally observed running times
for lattice reduction behave roughly as

log(T) =AN+B,

for some experimentally-determined constahtndB.

Table 1.4 summarizes experimental results for breakinggifor NTRU lattices
with different(a, c) values. We represent the security by the constarisdB. The
breaking time in terms of bit security BN + B. It may be converted to time in
MIPS-years using the equality 80 bits10'2 MIPS-years.

c| a A B
1.730.530.3563 —2.263
2.6|0.8]0.4245 —3.440Q
3.7 2.7]0.4512+0.218
5.3| 1.4]0.6492 —5.436|

Table 1.4 Extrapolated bit security constants dependindoa).

For constanta, c), increasingN increases the breaking time exponentially. For
constant(a,N), increasingc increases the breaking time. For constamiN), in-
creasinga decreases the breaking time, although the effect is shgite details on
this table are given in [27].

Note that the effect of moving from the “standafdTRUEnNcrypt lattice to the
“transpose’NTRUSIgn lattice is to increase by a factor of(N/12)%/4. This allows
for a given level of lattice security at lower dimensionstloe transpose lattice than
for the standard lattice. Sind¢TRUENcrypt uses the standard lattics;TRUEN-
crypt key sizes given in [30] are greater than the equivdFRUSIgn key sizes at
the same level of security.

The technigue known azero-forcing[27, 42] can be used to reduce the dimen-
sion of an NTRU lattice problem. The precise amount of theeetgd performance
gain is heavily dependent on the details of the parametemsetefer the reader
to [27, 42] for more details. In practice this reduces seglny about 6-10 bits.

1.8.3 The hybrid attack

In this section we will review the method of [32]. The struetwf the argument is
simpler for the less efficient version of NTRU where the pukéy has the forrh=



1 Practical lattice-based cryptograpfNTRUEnNcrypt andNTRUSign 29

f~1xg (modq). The roughideais as follows. Suppose one is gNem d, e,hand
hence implicitly alNTRUEnNcrypt public latticeL of dimension . The problem
is to locate the short vector corresponding to the secret kay). One first chooses
N1 < N and removes ai; by 2N; latticeL; from the center of. Thus the original
matrix corresponding tb has the form

qINle 0 0
(q'N O): + || O (1.12)

H I
N * * [IN—ny

andL; has the form

(q'Nl 0 ) (1.13)

Ha [Tng

HereH; is a truncated piece of the circulant matrixcorresponding tt appearing
in (1.12). For increased flexibility the upper left and lowight blocks ofL; can be
of different sizes, but for ease of exposition we will comsidnly the case where
they are equal.

Let us suppose that an attacker must use a minimukp loits of effort to reduce
L1 until all N; of theg-vectors are removed. When this is done Ands put in lower
triangular form the entries on the diagonal will have valggét,q%2,...,q"},
whereay + ... + aon, = Ny, and thea; will come very close to decreasing linearly,
with

l=oyp>...>an ~0.

That is to sayl1 will roughly obey the geometric series assumption, or GSHsT
reduction will translate back to a corresponding reduatitln, which when reduced
to lower triangular form will have a diagonal of the form

{q’q7""q7qal7qaz7""qa2N171717"'71}'

The key point here is that it requir&s bits of effort to achieve this reduction, with
aon, ~ 0. If ko > kg bits are used then the situation can be improved to achieve
aon, = o > 0. Ask; increases the value of is increased.

In the previous work the following method was used to laur@hreet in the
middle attack. It was assumed that the coefficients afre partitioned into two
blocks. These are of siaZ¢y andK = N — N;. The attacker guesses the coefficients
of f that fall into theK block and then uses the reduced basislfago check if
his guess is correct. The main observation of [32] is thastaof guesses can be
made about half the coefficients in theblock and can be compared to a list of
guesses about the other half of the coefficients inkHaock. With a probability
ps(ar) a correct matching of two half guesses can be confirmed, whgég = 0
and ps(a) increases monotonically witti. In [32] a value ofa = 0.182 was used
with a corresponding probabilitys(0.182) = 2713, The probabilityps(0.182) was
computed by sampling and the bit requireméatwas less than 68. In general,
if one usedk; bits of lattice reduction work to obtain a givgr(a) (as large as
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possible), then the number of bits required for a meet in thdglla search through
theK block decreases & decreases and @g(a) increases.

A very subtle point in [32] was the question of how to optingadhooseN; and
ko. The objective of an attacker was to choose these paranset¢hatk, equaled
the bit strength of a meet in the middle attackiogiven theps(a) corresponding
to N;. Itis quite hard to make an optimal choice, and for detailg&fer the reader
to [32] and [18].

1.8.4 One further remark

For bothNTRUEnNcrypt and NTRUSIgn the degree parametdr must be prime.
This is because, as Gentry observed in [11Nifs composite the related lattice
problem can be reduced to a similar problem in a far small@edsion. This re-
duced problem is then comparatively easy to solve.

1.9 NTRUEnNcrypt security considerations

Parameter sets fNTRUENcrypt at ak-bit security level are selected subject to the
following constraints:

e The work to recover the private key or the message througicdateduction
must be at leadtbits, where bits are converted to MIPS-years using the @gual
80 bits~ 10'2 MIPS-years.

e The work to recover the private key or the message throughbuatorial
search must be at least Binary convolutions.

e the chance of a decryption failure must be less thath 2

1.9.1 Decryption Failure Security

NTRU decryption can fail on validly encrypted messages if ¢clemt er method
returns the wrong value oA, or if the coefficients oforg + fm do not lie in an
interval of widthqg. Decryption failures leak information about the decrysteri-
vate key [28, 54]. The recommended parameter sets ensurdetryption failures
will not happen by setting to be greater than the maximum possible width of
prg + m+ pFm. g should be as small as possible while respecting this bownd, a
lowering q increases the lattice constanéand hence the lattice security. Centering
then becomes simply a matter of reducing into the intefaj— 1].

It would be possible to improve performance by relaxing thalfcondition to
require only that the probability of a decryption failuresiass than 2€. However,
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this would require improved techniques for estimating gption failure probabili-
ties.

1.9.2N,qgandp

The small and large moduti andg must be relatively prime in the ring. Equiva-
lently, the three quantities
p g xN-1

must generate the unit ideal in the riZgX]. (As an example of why this is nec-
essary, in the extreme case tipadividesq, the plaintext is equal to the ciphertext
reduced modulg.)

1.9.3 Factorization ofXN — 1 (modq)

If F(X) is a factor ofXN — 1 (modq), and ifh(X) is a multiple ofF (X), i.e., ifh(X)
is zero in the field = (Z/qZ)[X]/F(X), then an attacker can recover the value of
m(X) in the fieldK.

If qis prime and has ordémodN), then

XN —1= (X = D)F1(X)F2(X)---Fn_pa(X) in (Z/qZ)[X],

where eaclF;(X) has degre¢ and is irreducible modj. (If g is composite there
are corresponding factorizations.)Af(X) has degre¢, the probability thah(X)

or r(X) is divisible by Fi(X) is presumably 1q'. To avoid attacks based on the
factorization ot or r, we will require that for each prime divis&rof g, the order of

P (modN) must beN — 1 or (N — 1) /2. This requirement has the useful side-effect
of increasing the probability that randomly chosemill be invertible in % [59].

1.9.4 Information leakage from encrypted messages

The transformatiom — a(1) is a ring homomorphism, and so the ciphertekias
the property that
e(1) =r(1)h(1)+m(1).

An attacker will knowh (1), and for many choices of parameter ggt) will also be
known. Therefore, the attacker can calculatel). The largefm(1) — N/2| is, the
easier it is to mount a combinatorial or lattice attack tmres the msssage, so the
sender should always ensure that| is sufficiently large. In these parameter sets,
we set a valuelm, such that there is a probability of less tharf2that the number
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of 1s or Os in a randomly generateds less thamly,. We then calculate the security
of the ciphertext against lattice and combinatorial atsaiokthe case where has
exactly this many 1s and require this to be greater ttaor bits of security.

1.9.5 NTRUEnNcrypt security: summary

In this section we present a summary of the security meagurtise parameter sets
under consideration. Table 1.5 gives security measurésized for size. Table 1.6
gives security measures optimized for speed. The parasetefor NTRUENcrypt
have been calculated based on particular conservativenasisuns about the effec-
tiveness of certain attacks. In particular these assumptissume the attacks will
be improved in certain ways over the current best known ledtaathough we do
not know yet exactly how these improvements will be impletednThe tables be-
low show the strength of the current recommended parameteiagainst the best
attacks that are currently known. As attacks improve it idlinstructive to watch
the "known hybrid strength” reduce to the recommended sidewel. The "basic
lattice strength” column measures the strength againstra lpttice-based (non-
hybrid) attack.

Recommendefl Known Basic
security N | q [df| hybrid | c | lattice
level strength strength
112 4012048113 154.88(2.02 139.5

128 44912048134] 179.8992.17 156.6

160 547(2044175 222.41|2.44 192.6

192 677(2048157 269.93|2.5( 239
256 10872048120 334.85(2.64 459.2

Table 1.5 NTRUEnNcrypt security measures for size-optimized parameters usingrtripolyno-
mials.

Recommended Known Basic

security N | q |[di| hybrid | c | lattice
level strength strength

112 659(204838| 137.8611.74 231.5

128 761204842 157.191)1.85 267.8
160 991|204849| 167.31|2.09 350.8
192 10871204863| 236.586(2.24 384

256 1499204879 312.9492.57] 530.8

Table 1.6 NTRUEnNcrypt security measures for speed-optimized parameters usimagytrpoly-
nomials.
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1.10 NTRUSIgn security considerations

This section considers security considerations that aeifiptoNTRUSIgn.

1.10.1 Security against forgery

We quantify the probability that an adversary, without kiexlge off, g, can com-
pute a signaturs on a given documer. The constanti,q, d,3,.4 must be
chosen to ensure that this probability is less thal) @herek is the desired bit level
of security. To investigate this some additional notatidlhlve useful:

1. EXPECTED LENGTH OFS:. &5
2. EXPECTED LENGTH OFt — m: &

By &, & we mean respectively the expected valueg|s)f and ||t — m|| (ap-
propriately reduced mayg) when generated by the signing procedure described in
Section 1.4.2.2. These will be independentdiut dependent oN, g, d. A genuine
signature will then have expected length

& =\ 62+ P22
N = py\/E2+ B2E2. (1.14)

As in the case of recovering the private key, an attack can &éeéenby com-
binatorial means, by lattice reduction methods or by somemiof the two. By
balancing these approaches we will determine the optinwitehof 3, the public
scaling factor for the second coordinate.

and we will set

1.10.2 Combinatorial forgery

Let us suppose thét, g, d, 3,47, h are fixed. An adversary is given, the image of
a digital documenb under the hash functiod. His problem is to locate asisuch
that

[[(smodq, B(h*xs—m) modq)|| < .4

In particular, this means that for an appropriate choide g, € R
(I(s+ kadt|2 + B2 Ins—m+ ko) [2)Y/2 < 4

A purely combinatorial attack that the adversary can take shooses at random
to be quite small, and then to hope that the pbints— mlies inside of a sphere of
radius./" /[ about the origin after its coordinates are reduced qdthe attacker
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can also attempt to combine guesses. Here, the attacked waldulate a series
of randoms and the correspondingandt; — m, and file thet; and thet; — m for
future reference. If a futurg; produces d; that is sufficiently close t§ —m, then
(s +sj) will be a valid signature om. As with the previous meet-in-the-middle
attack, the core insight is that filing theand looking for collisions allows us to
checkl? t-values while generating onlys-values.

An important element in the running time of attacks of thigeys the time that
it takes to file a value. We are interested not in exact collisions, but in twibat
lie close enough to allow forgery. In a sense, we are lookargafway to file the
tj in a spherical box, rather than in a cube as is the case folirtisattacks on
private keys. It is not clear that this can be done efficiehtlywever, for safety, we
will assume that the process of filing and looking up can beedorconstant time,
and that the running time of the algorithm is dominated bypteeess of searching
thes-space. Under this assumption, the attacker’s expectekl mafore being able
to forge a signature is:

/2 VA%
p(N,q,B,W)<\/W-(@) . (1.15)

If kis the desired bit security level it will suffice to choosegraeters so that the
right hand side of (1.15) is less than'2

1.10.3 Signature forgery through lattice attacks

On the other hand the adversary can also launch a latticekadttaattempting to
solve a closest vector problem. In particular, he can atteéopse lattice reduction
methods to locate a poifs, Bt) € L (B) sufficiently close td0, Bm) that||(s,B(t —
m))|| < .4 We'll refer to|(s, B(t — m))|| as the norm of the intended forgery.

The difficulty of using lattice reduction methods to accoisiplthis can be tied
to another important lattice constant:

N
0(N,q,8,8)vV2N"

This is the ratio of the required norm of the intended forgmrgr the norm of the
expected smallest vector bf(3), scaled byy/2N. For usualNTRUSign parame-
ters the ratioy(N, g, 8)v/2N, will be larger than 1. Thus with high probability there
will exist many points of,(3) that will work as forgeries. The task of an adversary
is to find one of these without the advantage that knowledgjegprivate key gives.
As y(N,q,3) decreases and the ratio approaches 1 this becomes megs$unaldr.

Experiments have shown that for fixgN, g, ) and fixed\ /q the running times
for lattice reduction to find a poiris,t) € Ly(8) satisfying

y(N,q,B) = (1.16)
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[(st—=m)[| <¥(N,q,8)v2Na(N,q,5,B)

behave roughly as
log(T) =AN+B

asN increases. Herais fixed whery(N, g, 8),N/qare fixed, increases &N, q, 8)
decreases and increased\ys| decreases. Experimental results are summarized in
Table 1.7.

Our analysis shows that lattice strength against forgemyasimized, for a fixed
N/g, wheny(N,q, ) is as small as possible. We have

N.G.B) = b [ e (42/6-+BE?) (117)

and so clearly the value f@ which minimizesy is 3 = &s/&;. This optimal choice
yields
eésé

y(N,q,8) =p NZq

(1.18)

Referring to (1.15) we see that increasfhpas the effect of improving combina-
torial forgery security. Thus the optimal choice will be théimal 8 > &s/& such
thatp(N,q, 3,.4") defined by (1.15) is sufficiently small.

An adversary could attempt a mixture of combinatorial artticka techniques,
fixing some coefficients and locating the others via lattieduction. However, as
explained in [19], the lattice dimension can only be reduzadhall amount before
a solution becomes very unlikely. Also, as the dimensiore@ucedy decreases,
which sharply increases the lattice strength at a given diéioa.

bound fory andN/q wf (N)
y < 0.1774 andN/q < 1.305/0.99511N — 82.6612
y < 0.1413 andN/q < 0.707] 1.16536\ — 78.4659
y < 0.1400 and\/q < 0.824 1.14133N — 76.9158

Table 1.7 Bit security against lattice forgery attacks;, based on experimental evidence for dif-
ferent values ofy,N/q)

1.11 Transcript security

NTRUSIgn is not zero-knowledge. This means that, wiNFERUEncrypt can have
provable security (in the sense of a reduction from an orditteck method to a
purely offline attack method), there is no known method féalggshing such a re-
duction withNTRUSign. NTRUSIgn is different in this respect from established
signature schemes such as ECDSA and RSA-PSS, which hawicedurom on-
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line to offline attacks. Research is ongoing into quanttywhat information is
leaked from a transcript of signatures and how many sigeatam attacker needs to
observe to recover the private key or other informationwwaild allow the creation
of forgeries. This section summarizes existing knowledgeué this information
leakage.

1.11.1 Transcript security for raiNTRUSIgn

First, consider raNTRUSiIgn. In this case, an attacker studying a long transcript
of valid signatures will have a list of pairs of polynomialgtioe form

s=¢ef+eg, t—-m=cF+€G

where the coeffcients o, &’ lie in the rangé—1/2,1/2]. In other words, the signa-
tures lie inside a parallopiped whose sides are the good bestors. The attacker’s
challenge is to discover one edge of this parallelopiped.

Since thees are random, they will average to 0. To base an attack ongingrsa
andt — m, the attacker must find something that does not averagedo Fedo this
he uses theeversalof sandt — m. The reversal of a polynomialis the polynomial

N-1 _
aX)=a(X Y =ap+ Zl an-iX'.

We then set
a=axa.

Notice thata"has the form

N—-1 /N-1 ‘
5= ik | XK
a kZO ( i;) a|a|+k)

In particular,ag = 3 a’. This means that as the attacker averages over a transcript
of 5,t = m, the cross-terms will essentially vanish and the attackiérecover

AN A N ~
(€0)(f+8) = 75(F+8)
for s and similarly fort — m, where(.) denotes the average obver the transcript.

We refer to the product of a measurable with its reverse agdsnd momenin
the case of raviNTRUSIgn, recovering the second moment of a transcript reveals
the Gram Matrix of the private basis. Experimentally, it eggs that significant in-
formation about the Gram Matrix is leaked after 10,000 sigres for all of the
parameter sets in this paper. Nguyen and Regev [48] denadedtan attack on
parameter sets without perturbations that combines Gratmixmnacovery with cre-

ative use of averaging moments over the signature trangorigcover the private
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key after seeing a transcript of approximately 70,000 dignes. This result has been
improved to just 400 signatures in [50], and so the use of nopgeedNTRUSIgn
is strongly discouraged.

Obviously, something must be done to reduce informatiokdga from tran-
scripts, and this is the role played by perturbations.

1.11.2 Transcript security foNTRUSIgn with perturbations

In the case withB perturbations, the expectationoéidt — m is (up to lower order
terms) A A
E() = (N/12)(fo+8&o+... +fa+E&s)

and . . -
E(t—rm)=(N/12)(fo+&o+...+fa+E&p).

Note that this second moment is no longer a Gram matrix bustine of (B + 1)
Gram matrices. Likewise, the signatures in a transcript atolia within a paral-
lelopiped but within the sum dB + 1) parallelopipeds.

This complicates matters for an attacker. The best cugrentiwn technique for
B =1is to calculate

the second moments)
the fourth moment(s?)
the sixth moment(s3) .

Since, for example(s)? # (3?), the attacker can use linear algebra to elimirfate
and g; and recover the Gram matrix, whereupon the attack of [48]lmmsed
to recover the private key. It is an interesting open resequestion to determine
whether there is any method open to the attacker that endides to eliminate
the perturbation bases without recovering the sixth monfentin the case oB
perturbation bases, ti{dB + 2)-th moment). For now, the best known attack is this
algebraic attack, which requires the recovery of the sixdmmant. It is an open
research problem to discover analytic attacks based oratsiggtranscripts that
improve on this algebraic attack.

We now turn to estimate, the length of transcript necessary to recover the sixth
moment. Consider an attacker who attempts to recover thiersi@ment by averag-
ing overt signatures and rounding to the nearest integer. This will gireasonably
correct answer when the error in many coefficients (say &t lealf) is less than
1/2. To compute the probability that an individual coefficibas an error less than
1/2, write (12/N)Sas a main term plus an error, where the main term converges to
fo + 8o+ ﬂ + @1. The error will converge to 0 at about the same rate as the main
term converges to its expected value. If the probability éhgiven coefficient is fur-
ther than ¥2 from its expected value is less thaf{2N) then we can expect at least
half of the coefficients to round to their correct values. tiNiat this convergence
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Parameters Security Measures
k[N|d[g]| B A | wemp] © ] w Jumg] v [ wr Jlogy(r)
80 [157]29|256|0.38407150.02|| 104.435.3493.319 80 |0.139102.27F 31.9
112(197|28|256/0.51492206.91|| 112.715.55117.71112|0.142113.3§ 31.2
128223 32|256/0.65515277.52|| 128.636.11 134.5/128|0.164139.28 32.2
160[26345|5120.31583276.53|| 169.2(5.33161.31160(0.109228.04 34.9
192(31350[5120.40600384.41|| 193.815.86193.24192(0.119280.33 35.6
256/34975/512/0.18543368.62(| 256.487.37/426.19744/0.1259328.24 38.9

Table 1.8 Parameters and relevant security measures for trinary &egsperturbationp = 1.1,q
= power of 2

cannot be speeded up using lattice reduction in, for exammelatticeﬁ, because
the termsf, § are unknown and are larger than the expected shortest \inctuat
lattice).

The rate of convergence of the error and its dependenaecam be estimated
by an application of Chernoff-Hoeffding techniques [43§ing an assumption of a
reasonable amount of independence and uniform distribatfocandom variables
within the signature transcript. This assumption appeaisetjustified by experi-
mental evidence, and in fact benefits the attacker by ertsthat the cross-terms
converge to zero.

Using this technique, we estimate that to have a single costtiin the X-th
moment with error less tha%l, the attacker must analyze a signature transcript of
lengtht > 2%+4d%</N. Hered is the number of 1’s in the trinary key. Experimental
evidence for the second moment indicates that the requiaeddript length will in
fact be much longer than this. For one perturbation, thelkd¢taneeds to recover the
sixth moment accurately, leading to required transcripgtest > 23° for all the
recommended parameter sets in this paper.

1.12 NTRUSIgn security: summary

The parameter sets in Table 1.8 were generated svithl.1 and selected to give
the shortest possible signing tinme. These security estimates dot take the hy-
brid attack of [32] into account and are presented only te givough idea of the
parameters required to obtain a given level of security.

The security measures have the following meanings:

wk The security against key recovery by lattice reduction
¢ The lattice characteristicthat governs key recovery times
wemb  The security against key recovery by combinatorial means
wrg The security against forgery by combinatorial means
y The lattice characteristigthat governs forgery times
ws The security against forgery by lattice reduction
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1.13 Quantum computers

All cryptographic systems based on the problems of integetofization, discrete
log, and elliptic curve discrete log are potentially vulalgle to the development of
an appropriately sized quantum computer, as algorithmsudoh a computer are
known that can solve these problems in time polynomial irsthe of the inputs. At
the moment it is unclear what effect quantum computers mag ba the security
of the NTRU algorithms.

The paper [41] describes a quantum algorithm that squarts-ssymptotic lat-
tice reduction running times for a specific lattice reduttadgorithm. However,
since in practice lattice reduction algorithms perform mbetter than they are the-
oretically predicted to, it is not clear what effect this impement in asymptotic
running times has on practical security. On the combinakaside, Grover's algo-
rithm [16] provides a means for square-rooting the time fdarate-force search.
However, the combinatorial security of NTRU keys dependsaomeet-in-the-
middle attack and we are not currently aware of any quantgorithms to speed
this up. The papers [55], [61],[37],[56],[33] consider @otial sub-exponential algo-
rithms for certain lattice problems. However, these alfpons depend on a subexpo-
nential number of coset samples to obtain a polynomial apgation to the short-
est vector, and no method is currently known to produce axqdreential number
of samples in subexponential time.

At the moment it seems reasonable to speculate that quargaritbms will
be discovered that will square-root times for both lattieguction and meet-in-the-
middle searches. If this is the case, NTRU key sizes will havapproximately
double and running times will increase by a factor of apprately 4 to give the
same security levels. As demonstrated in the performardestén this paper, this
still results in performance that is competitive with pabitey algorithms that are
in use today. As quantum computers are seen to become momaanedfeasible,
NTRUEnNcrypt and NTRUSign should be seriously studied with a view to wide
deployment.
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